IIpoTokos TecTHpOBaHHSI GMOMETPUYECKOTO PeleHust
liveness-npoBepkH Jmua

«09» ceBpans 2024 r.
buomerpuueckoe pemenne liveness-nposepkun muna: Zoom Facetec
3asButenn: TOO «Qaztec Services»

Pa3zpaboruunk: Facetec
Homep Bepcun: 9.6.70
Homep cOopku: 9.6.70

JdarTa npoBeaenus: TectupoBanus: ¢ 22.01.2024 o 01.02.2024
Mecto nposenenus TecrupoBanusi: AO «HITK» r.Anmatsl mxp. Kokrem 3 1.21

PHUO paboTHHKOB, NPHHUMABIIHX Y4aCTHE B TeCTHPOBAHHM:
JlazapeB Anekcanigp HukomaeBud — riaBHBIM CHCTEMHBIH aHAJMTHK OTHeNa
OIePalMOHHOTO CONPOBOXKAeHUS yrpasnenus [[OW]I;

Hesab TecTupoBaHus:

— OIIPEICJIUTh BEPOSTHOCTH JIOKHOIO JIOIyCKa TPH COBEPIIEHHUH aTaK C
KCI0JIb30BaHUueM (oTOU300paKeH I, Macok, Bujieo3anucei, deepfake TexHomnoruit
U UX KOMOHHAIHH;

— ONpe/eUTb BEPOSTHOCTD JIO)KHOI'O HEOITYCKa;

— ONpENeNIuTh TPOIYCKHYI CHOCOOHOCTE OHOMETPHYECKOTO peIleHHUs
liveness-mipoBepku nuia.

Ilepeyens MaTepHaJbHBIX H TEXHHYECKHX CPEACTB, HCIOAb30BAHHBIX B X016
TeCTHPOBAHUSA:
— CuinkoHOBas Macka MsTKas Ha JIMLO, C BEIPE3aMH II1a3;
— CuIMKOHOBas MackKa XecTKasl Ha JTHI0, 0e3 BBIPE30B;
— CHIHKOHOBas MacKa Ha BCIO IOJIOBY, 6€3 BEIPE30B;
— ®orouszobpakeHus: JHLA, pacledaTaHHble Ha npuHTepe Epson L805 (ma
MaTOBOM U IJISHLEeBOH Oymare);
— IIO DeepFaceLive NVIDIA build 07.09.2023 ¢ ny6nu4YHbIMH MOAEISMHU
JTALL;
— CucreMHsbIl 6510K:
CPU: Intel® Core i9 13900K;
RAM: 64 Gb;
SSD: 2 Th;
GPU: nVidia RTX 4090
— MoOGunsHslit Tenedon Apple iPhone 14 Pro Max;
— MobunbHsiit Tenedon Samsung Galaxy S22 Ultra;
— Ilnanmer iPad 12.9 M2;
— Monurop Philips 28”



st TecTMpoBaHus GMOMETPHYECKOrO DEIIEeHHs BhIAENEHBl CIEIYIOIIHe
CEepPBEPHbIE BEIYUCIIUTENIEHBIE PECYPCHI:
CPU: Intel®Xeon®CPU ES5-2630 v4 @ 2.20GHz processors;

RAM: 8 Gb;
SSD: 50 Gb;
Ne | Bua TectupoBanust Onucanue npouecca PesyabTaT
TeCTHPOBAHHUS
L. Ob6mee TecrupoBanHe (YHKIHOHAJA OHOMETPHYECKOr0 pelleHHsi JaliBHec-
NPOBEPKH JIHIIA
1.1, Tectupopanue | umurtanus ooeruHbX | [IpoBeneno 500  ceccnit | Yenemno,
KOPPEKTHOU yCIIOBH liveness BPCER mMeHee
JIMYHOCTBIO 15%
2. 2D ataxu (MONBITKA ABTOPH3AIHUH 3/I0YMBIIIIEHHHKA BMECTO PeaJbHOI0 Ye/I0BeKa)
0MOMETPHYECKOI0 PeleHns JIaiiBHeC-TIPOBEPKH JIHIIA
2.1, PacneuyatanHoe | HCHOJIB30BaHHE Ilonsitka ayrentudukanuu | [Ipopepka  Ha
¢dorouzobpaxe | poronzobpakeHus |c UCIIOIB30BaHHEM | )KHBOCTB HE
HUE JUIA nuua  (Bce uuo), | portonzoOpakeHuss  JMIa, | NpoiijieHa,
pacIrie4aTaHHOTO Ha | pacreyaTaHHOIo Ha | pe3yibTar -
MaToBO#/ risHUeBo  u Marosoi | YCIIEIIIHO
risiHIeBoM Oymare | ¢orobymare
2.2 UCIIOJIb30BAHHUE [TonsiTka ayTtentuduxanuu | [IpoBepka  Ha
H30THYTOTO c UCIOIL30BAHUEM | JKUBOCTH He
(oTonz00paXkeHHss | H3OTHYTOTO npoiijieHa,
nuua  (Bce suuo), | porouzoOpaxkeHus  JIMIE, | pe3yJibTar -
pacrevaTaHHOTO Ha | pacne4aTaHHOro Ha | YCIIEIIIHO
MaTOBOM/TIIHIIEBOH | TIAHIIEBOH W MaroBOH
Oymare dhoTobymare
2.3. MCII0JIb30BAHUE IToneiTka ayteHTHdukanuu | [IpoBepka  Ha
(boronzobpaxenus | c HCITIOIL30BAHUEM | JKUBOCTE HE
miua (¢ BbIpe3oM | GpoToM300pa)keHHs  JIMIA, | POMHIeHa,
rias), pacre4aTaHHoro Ha | pe3yJbTar -
pacneqataHHoro Ha | MmatoBod M raAHuesoi | YCIIEIIHO
MaToBOW/TsiHIIeBOH | porobymare ¢ BhIpe3oM B
Oymare, obyactu rias
3aKpEIUIEHHOTO0  Ha
JIMIIE
2.4. UCIIOJIE30BaHNUE [loneitka ayrentuduxauuu | [Iposepka  Ha
(doronzobpaxenus | c UCTIONBE30BaHNEM | JKHBOCTh He
miua (¢ BeIpe3oM | gorouzolOpaxeHHss — JIMLA, | OpoiiieHa,
ofmacTi T1NIla3  ® | pacle4aTaHHOro Ha | pe3ysbTar -
Hoca), matoBoit u  risHueBoi | YCIIEIIIHO
pacriedaTaHHOrO Ha | ¢porodymare ¢ BBIpE3OM B
MaTOBOM/TJIsHIIEBOH | o0iacTH ryia3 U Hoca
Oymare,
3aKpeIuIeHHOro  Ha
JIMLe
3. ATaka OMOMETPHYECKOro pelleHHs JaiiBHec-MPOBEPKH JIHIA ¢ HCMOJb30BAHHEM

BHI€03aNHCH WM ()OTOH300paKeHH A, JEMOHCTPHPYEMOTO Yepe3 YCTpolicTBa




3.1, JleMOHCTpalys | JleMOHCTpanus [lombiTka ayTentuduxanuy | [poBepka  Ha
(oronsobpaxe | poronsobpaxkenus |c HCIIOJIE30BAHHEM | JKHBOCTE HE
HUSA 4yepes MOOMIBHBIH | H300paKeHHs JEIa | mpoWaeHa,
Tenedon JEMOHCTPUPYEMOTO CO | pe3yibTar -
cmaprdona Ha xamepy (s | YCIIELLIHO
JIEMOHCTPALUH
npuMeHsiiick  iPhone 14
PRO MAX wu Samsung
Galaxy S22 Ultra)

3 JIEMOHCTpaIus llomeiTka ayreHTHdukanuu | [Iposepka  Ha
(oTonsobpaxenus | c MCIIOJIb30BAHUEM | JKHBOCTh HE
yepes IUIaHIIeT H300paXKeHus npoiiieHa,

JEMOHCTPHPYEMOTO ¢ | pe3ynbTar -
nna”mra Ha Kamepy (s | YCIIEIIHO
JIEMOHCTPAIUH TIPHUMEHSIICS

manmet iPad 12.9 M2)

3.3 JIEMOHCTpaLHUs [ToneiTka ayteHTHGuKauuu | [Ipoepka  Ha
(orouzobpaxkenus | ¢ HCIIOJIL30BAHHEM | )KUBOCTB HE
yepe3 MOHHMTOpP ¢ | M300pakeHus npoiieHa,
MaTOBBIM JEMOHCTPHPYEMOT 0 C | pe3ynbTat -
MIOKPBITHEM MoHHTOpa  Ha  Kamepy | YCIIEIIIHO

(mpumensiics Philips 28”)

4. 3D aTtaku (IONMBITKA ABTOPU3AIMA BMECTO PeaIbHOI0 Ye/I0BeKa) GHOMEeTPHYEcKOro

pelieHHs JIaliBHeC-TIPOBEPKH JIHIA

4.1. HCIIOJIB30BAHUE Iloneitka ayTtenTHdukauuu | [Iposepka  Ha
CUJIMKOHOBOM MackH | ¢ HCTIONB30BaHNEM | JKHBOCTh HE
(Bce  mmo  6e3 | CHIMKOHOBOM MacKd JiHlla | poiineHa,
BEIPE30B) (6e3 BBIpe30B) pe3yibTaT -

YCIIEIIHO

4.2. HCIOJIb30BaHUE [Tonertka ayrenTudukanuu | [lpoepka  Ha
CHJIMKOHOBOM MackH | ¢ HCIIOIb30BAaHHEM | )KHBOCTD He
c BBIPE3OM B | CHUIMKOHOBOM Macku nuua (¢ | npofiaeHa,
obacty rnas BBIPE30M B 0071aCTH Ijia3) pe3yibTar -

YCIIEIIIHO

4.3. HCIIONIBE30BaHHE IToneitka ayrentuduxanuu | [IpoBepka  Ha
CHJINKOHOBOM MackH | ¢ HCIIOJIL30BAaHUEM | )KHBOCTD He
(Ha BCIO T'OJIOBY) CHJIMKOHOBOH MacKkM Ha BCIO | Mpo¥eHa,

royioBy (6e3 BbIpPE30B) pe3ynbTar -
YCIIEIIHO
3. ATaka OHOMETPHYECKOI0 pelleHHs JAHBHEC-NPOBEPKH JIMLA, ¢ HCN0JIb30BAHHEM
TexHoJoruu deepfake

3.1 aTaka [TonbiTka ayTeHTH(UKALIMA
OMOMETPUIECKOTO g ucnonb3oBanueM | [IpoBepka  Ha
pemenus liveness- | unctpymentos deepfacelive | sxuBocTh HE
NPOBEPKH JHIA, C | I OJMEHBI nuna, | MponzeHa,
HCIIOIb30BaHUEM n3obpaxkeHue pesyJbTar -
TEXHOJIOTHH TPaHCIUPOBAIOChH co | YCIIEILIHO
deepfake gyepe3 | cMapTgoHa Ha KaMmepy BO
MOOHIIBHBIH BpeMSl OHJIAtH TpaHCIIALIUN
TenedoH (s JEMOHCTpaLUH

npuMeHsanuck  iPhone 14




PRO MAX wu Samsung
Galaxy S22 Ultra)

5.2. araka IToneiTka ayrentuduxaumu | [posepka  Ha
OHOMeTpHYECKOro c UEII0IB30BAHHEM | )KHBOCTE HE
pewenns  liveness- | uHcTpyMeHTOB deepfacelive | mpoiineHa,
[IPOBEPKH JTHIA, C | I MOJIMEHBI JMLA, | pe3yaLTaT -
HCIIOIb30BAHHEM n3o0pakeHue YCIIEIIIHO
TEXHOJIOTHH TPaHCIUPOBATIOCH C
deepfake yepes | MIaHIIeTa (st
IUIaHIIET JEMOHCTpAIMH PHMEHSICS

mnadwer iPad 12.9 M2) Ha
KaMepy BO BpeMs OHJAHH
TPaHCIISLIUA

93 araka IMoneiTka ayTeHTH(UKauuu | [IpoBepka  Ha
OHOMETPHIECKOTO ¢ HCTIOIB30BAHNEM | )KHBOCTH HE
pemenns  liveness- | mHcTpyMenToB deepfacelive | npoiinena,
[IPOBEPKH JHNA, C | A IOJIMEHBI JIM1a, | pe3ynbTaT -
HCIOJIb30BaHHEM n300paKeHHe YCIIEIIHO
TEXHOJIOTUH TPaHCIUPOBATIOCH c
deepfake yepes | MOHHTOpa  Ha  KaMepy
MOHHTOP ¢ | (mpumensuics Philips 28”)

IOKPBITHEM

5.4. araka [Toneitka aytentuduxauuu | [Ipoepka  Ha
6HOMETPHIECKOTO c HCIIOJIb30BAHHEM | JKHBOCTh HE
pemenus  liveness- | uHeTpyMeHTOB deepfacelive | npoiimena,
NPOBEPKH JIMLA, ¢ | AMs1  MOAMEHBl  JIMIA,M | Pe3yJIbTar -
UCITIOJIB30BaHUEM oMmymsanud - kamepel  OBS | YCIIEIIHO
TEXHOJIOTHH Studio. B kauectBe Kamepsl
deepfake ¢ | B bpayzepe Onuia BeIOpaHa
IIOJMEHOH kamepa OBS Virtual Camera
BUJIEOIIOTOKA

Jakauenue:

TectupoBanue OHOMETPUUYECKOr0O peleHus liveness-mpoBepKH Juia Zoom
(Facetec) 3aBeplneHO ychemHo. buomerpudeckoe peuieHue liveness-mpoBepku
mina ZOOM (FACETEC) v.9.6.70 COOTBETCTBYET ycTaHOBIIEHHBIM

TpeboBaHHUIM.

Iloanucauo:

3amectutens [Ipencenarens [IpaBnerus

HavanbpHuk YnpasneHus
MH(OPMAIMOHHO 6e30ITacHOCTH

3aMecTHTelb JUPEKTOpa
JlenapramMeHTa M0 Pa3BUTHIO POAYKTOR

. CamaeBa

| ,ﬂf/f %// T. MykaHoB
C

M. Tynbacuen




Havanpamk Ymnpasnenus %
YJIOCTOBEPSIOLIETo LIeHTpa [/ [1. TpeTrsikoB

HavanbHux YnpasieHust
[lentp o6MeHa HAEHTUDUKALMOHHBIMU JaHHEIMH A. EpmaxaHoBa

| 'maBHBIN CHCTEMHBIN aHAJTUTHK
Otxena onepalOHHOTO COMPOBOXKACHUS Y TIpaBIIeHHs )
IlenTp oOMeHa uaeHTU(DUKAIUOHHBIMH TaHHBIMU (/ / A. JlazapesB



