ITpoTokoun TecTupoBanus GuomeTpHuecKOro pemiennus
liveness-npoBepku Jiuma

«25» mtons 2024 r.
buomerpueckoe pemenne liveness-nposepku smma: SunSoft
3asBuTean: TOO «SunSoft»
PaspaGoruuk: SunSoft
Homep Bepcun: 0.0.9
Homep c6opxu: 0.0.9

Mata nposenenns Tectuposanus: ¢ 22.07.2024 1o 23.07.2024
Mecro nposeaenust recruposanusi: AQ «HITK» r.AMaTe MKp. Koktem 3 .21

®HNO paboTHHKOB, IPHHUMABIIHX yYACTHE B TECTHPOBAHHH:
JlasapeB Anexcannp HukonaeBMY — TIJIaBHBIM CHCTEMHBIH aHATHTHK oThena
OICPallMOHHOTO CONMPOBOXKAeHUA yrnpasneHus IIOUI;

IHesab TecrupoBanms:

— ONpPECNUTE BEPOATHOCTH JIOXKHOIO NOMYCKa MPH COBEPIIEHHH aTaK C
HCTIoNb30BaHKeM (GoTon3obpakenuii, Macok, Buneosamuceii, deepfake Texsomoruit
1 UX KOMOMHAIHH;

— ONpPeJeNIUTh BEPOATHOCTH JIOXKHOTO HEOMYCKa;

— OIpPEe/eTUTh MNPOMYCKHYIO CIOCOGHOCTh GHOMETPHUYECKOTO pelleHHs
liveness-ripoBepku nuna.

IlepeveHs MaTepHaTbHBIX H TEXHHYECKHX CPE/ICTB, HCNOJIB3OBAHHBIX B XOJ€
TeCTHPOBAHHSA:
— CuinKoHOBas Macka MsrKasi Ha JIMLO, C BEIPE3aMH [J1as3;
— CuIuKOHOBas Macka sKecTKas Ha JTHLO, 6e3 BBIPE30B;
— CunrkoHOBas Macka Ha BCIO TOJIOBY, 6€3 BBIPE30B;
— ®orousobpaxkeHus NHla, pacredaTaHHble Ha MPUHTEPE Epson L805 (ma
MaTOBOH W INITHLEBOM GyMmare);
— IT1O DeepFaceLive NVIDIA build 07.09.2023 ¢ myGiuunbIME MOZEISMH
JIAL;
— CucremHEBIH 6110K:
CPU: Intel® Core 19 13900K;
RAM: 64 Gb;
SSD: 2 Th;
GPU: nVidia RTX 4090
— Mobunbnslii Tenedon Apple iPhone 14 Pro Max;
— MobunbHelit Tenedon Samsung Galaxy S22 Ultra;
— Ilnanmer iPad 12.9 M2;
— Monurtop Philips 28”



Jns TecTMpoBaHus GHOMETPHUUECKOTO pPelIeHHs BhIICIEHbI CIIeYOIIHE
CePBEPHBIE BBIYHCIUTEIIBHBIE PECYPCHI:
CPU: Intel® Core 19 13900K;

RAM: 64 Gb;
SSD: 2 Tb;
GPU: nVidia RTX 4090
Ne | Bua recruposanus Onucaunne Pesyabrar
npouecca
TeCTHPOBAHHUS
1. | O6mee TecTupoBanue PyHKUHOHATA GHOMETPHYECKOTO pelmenus JaiiBHec-IPOBEPKH
JInua
1.1. | Tectupopanue WMmuranus  o6srunerx | IIposeseno 500 | Yenmemno, BPCER
KOpPPEKTHOM YCIIOBHIA ceccuit liveness MmeHee 15%
JTMYHOCTBIO
2. | 2D arakn (HOOBITKA ABTOPH3ALMH 3JI0YMBIIIJIEHHAKA BMECTO PeaIbHOIO 4Ye/I0BeKa)
0roMeTPHYECKOro pemieHns A BHEC-IPOBEPKH JIHIA
2.1. | Paciewatannoe | McnonezoBamme [TompiTKa [TpoBepka Ha KUBOCTH
doromsobpaxen | Gporouszobpaxenns ayTeHTH(UKAMK  C | He MpOiifeHa, pe3yIpTaT
ue Juna oMna  (Bce  JIMIO), | HCIIOJIB30BAaHUEM - ATAKA YCIIEIIHO
pacmeyaTtaHHoOro  Ha | (OTOH300pasKeH s OTPAXEHA
MaroBOH/ TIIIAHIIEBOH | NHLA,
Oymare pacredataHHOro Ha
TJISTHLEBOH 1%}
MaTOBOH
tbotobymare
2.2. HcnospzoBanue [ToneiTka [IpoBepka Ha XHUBOCTH
U30THYTOTO ayTCHTH(HKAIMK ¢ | He NPOiiIeHa, pe3yIbTaT
bhoTonzobpaxeHus HCIIOJIb30BAHHEM - ATAKA YCIIEIHO
nauna  (Bce  JIMIO), | H30THYTOro OTPAXEHA
pacmeyaTaHHoro  Ha | (hOTOU300payKeHHs
MaTOBOM/TJISHIIEBOH JIHILA,
Oymare pacme4aTaHHOro Ha
TIIAHIEBOI H
MaToBOH
doTobymare
2 Hcnons3oBanue [TombiTka IIpoBepka Ha KHBOCTE
(oTonzo0pakeHHs ayTeHTH(QUKALUKM ¢ | He Opoii/ieHa, pe3yIbTaT
mana (¢ BBIPE30OM | MCIIOJIB30BaHHEM — ATAKA YCIIEIIHO
riazs), (boronzobpaxenus OTPAXEHA
pacnevyaTaHHOTO  Ha | JIMLA,
MaTOBOH/TISTHIIEBOH pacredaraHHoro Ha
OymMmare, MaToBOMH U
3aKPETUIEHHOT 0 Ha | NISIHIEBOH
nuue doTobymare &
BBIpe30M B 00/1acTH
rias
24. Hcnone3oBanue [lonbiTKa [IpoBepka Ha JXKHBOCTE
(poTouz00paKeHU ayTeHTHQUKALUM ¢ | He IPOii/ieHa, pe3yabTar
mana  (C BBIPE3OM | MCIIOJIB30BAHHEM - ATAKA YCIIEIIHO
00J1acTH 713 U Hoca), | poTon3o0pakeHns OTPAXXEHA




pacle4aTaHHOr0  Ha | JIMIA,
MaTOBOH/TIISHIIEBOH pacme4yaTaHHoTO Ha
Oymare, MaTroBOi H
3aKPEINIEHHOIO0  Ha | IIISHIIEBOM
aune dotobymare c
BEIPE30M B 00jacTH
a3 | Hoca
3. | Araka GHOMETPHYECKOro pemeHHs JAHBHEC-TIPOBEPKH JIMIA € HCHO0Jb30BAHHEM
BH/I€03aNHCH HJIH (POTOH300paKeHNs, AEMOHCTPHPYEMOT0 Yepe3 YeTpoicTBa
3.1. | Hemonctpauust | JleMoHCTpaIms [ToneiTka ITpoBepka Ha >KHBOCTH
(orousobpaxen | GporousobpakeHns ayTeHTU()HUKAMKH ¢ | He POii[eHa, pe3ybTaT
us yepes MOOHMIIBHBIIT | HCIIOTB30BaAHHEM - ATAKA VCIIEILIHO
TeNnePoH n3obpaxenus muua | OTPAJKEHA
JIEMOHCTPHUPYEMOTO
co cmaprdoHa Ha
KaMepy (mns
JEMOHCTPAIHH
npumensiuck iPhone
14 PRO MAX #
Samsung Galaxy S22
Ultra)

3.2 HemoncTparus [NombrTka ITpoBepka Ha KHBOCTH
boTonzobpaxenus ayTeHTU(DUKALMK ¢ | He NPOoijIeHa, pe3yIbTaT
yepes IUIaHIIeT HCIIOJIb30BAHUEM - ATAKA YCIIEIIHO

u300pakeHus OTPAXEHA
IEMOHCTPHPYEMOTO

C IUIaHIIeTa  Ha

Kamepy (s
JEMOHCTpAIHH

IIPUMEHSIICS

mna”mer iPad 12.9

M2)

3.3. HeMoHcTpalus ITonbiTKa [TpoBepka Ha KHBOCTH
(oTonzobpaxkeHus ayTeHTH(UKALMH ¢ | He IPOoiiieHa, pe3yIbTar
Yepe3  MOHHUTOP  C | HCIOJIb30BAaHHEM - ATAKA YCIIEIIIHO
MaTOBBIM IOKPBITHEM | U300pakeHus OTPAKEHA

JEMOHCTPHPYEMOTO
C  MOHHTOpa Ha
KaMmepy (IpUMeHsICs
Philips 28™)

4. | 3D araku (MONBITKA ABTOPH3ALMH BMECTO PeAJIbHOIO HeJ0BeKa) OMoOMeTpHYeCKOro

pemeHus JJaBHeC-TIPOBEPKH JIHIA

4.1. Hcnons3oBanue [TonpiTKa IIpoBepka Ha KHBOCTH
CHJIMKOHOBOH MacKd | ayTeHTHQHKAUH ¢ | He [IPOifeHa, pe3ybTaT
(Bce JIUIIO 0e3 | HCIOJIB30BaHUEM - ATAKA YCIIEILIHO
BBIPE30B) CHIIMKOHOBOH Macku | OTPAJKEHA

nuna (6e3 BeIpe3oR)
4.2. UcnonszoBanue [TonbiTKa [IpoBepka Ha KHBOCTH

CHJIMKOHOBOM MacKH ¢
BBIPE30M B 00JacTH
rjias

ayTeHTU(UKAUK ¢
UCIIOJIB30BaHHEM
CHJIMKOHOBOH MacKH

HE MpoiifieHa, pe3ybTar
- ATAKA YCIIEIIHO
OTPAXEHA




nMna (¢ BBIPE3OM B
obactu rias)

43, Hcnonezoranue [TomnsrTka ITpoBepka Ha XKHBOCTH
CHIIUKOHOBOH ~MaCKH | ayTeHTH(HKALHH ¢ | He Mpoii/icHa, pe3yibTar
(Ha BCIO TONOBY) HCIIOIb30BAHHEM - ATAKA YCIIEHIHO

cunukoHoBoM Macku | OTPAJKEHA
Ha BCIO rojoBy (Oe3
BBIPE30B)
5. | ATaka OHOMETPHYECKOr0 pemeHHs JafiBHeC-NPOBEPKH JIHLA, ¢ HCIOIb30BAHHEM
TexHooruu deepfake

5. Ataka [TomeiTKa [IpoBepka Ha JKHBOCTH
OGHOMETPHYECKOTO ayTeHTH(QUKALMH ¢ | HE MPOii/ieHa, pe3yIbTaT
peIIeHust liveness- | ucnonb3oBanuem - ATAKA YCIIEHIHO
IOPOBEPKH  JIMIA, C | HHCTPYMEHTOB OTPAXEHA
HCIIOJIE30BAHHEM deepfacelive JUTS
TexHonoruu deepfake | moaMensl LA,
gepes MOOHMIBHBIH | H300paXeHue
TenedoH TPaHCIUPOBAIOCH CO

cmapTrhoHa Ha
KaMepy BO Bpems
OHJIAWH TpaHCISALHH
(lu11  IeMOHCTpaluu
npumensancek iPhone
14 PRO MAX nu
Samsung Galaxy S22
Ultra)

Sl ATtaka [TonbiTKa IIpoBepka Ha KUBOCTH
OHOMETpPHYECKOro ayTEeHTH(HKALMU  C | HE IpOHIeHa, pe3yabTaT
peuIeHus liveness- | ucnoas3oBanneM - ATAKA VYCIIEILIHO
IPOBEPKH JIMLA, C | HHCTPYMEHTOB OTPAXEHA
HCIIOIL30BaHHEM deepfacelive JUIst
texHonoruu deepfake | moameHs! TU1a,
yepes IIaHIIeT n3obpakenue

TPaHCIIMPOBATIOCH €
I[JIaHLIeTa (st
JIEMOHCTpALHH
HNPHMEHAICS
mwranmer iPad 12.9
M2) Ha xamepy BO
BpeMs OHJTAWH
TPAHCIISIIHA

5.3. ATaka [TonerTka IIpoBepka Ha XKHBOCTH
OMOMETPHUECKOTO ayTeHTH(HUKaLMK C | He mpolaeHa, pe3ybTaT
peleHus liveness- | ucIonb30BaHHEM - ATAKA YCIIEIIIHO
MPOBEPKH  JIMIA, C | HHCTPYMEHTOB OTPAXEHA
UCIIOJIb30BAaHUEM deepfacelive 1S
texHoslorud deepfake | moamensr V1A,

Yepes MOHHMTOP C | H300paXKeHHe

MMOKPBITHEM

TPaHCIMPOBATOCH €
MOHHTOpA Ha Kamepy
(mpumensincst Philips
28"




54. Araka IMoneiTKA ITposepka Ha XHBOCTE
OHOMeTpHYecKoro ayTeHTH(QHKamu| ¢ | npo#i/ieHa, pe3yisTar —
pelIeHusA liveness- | ucnone3oBanneM ATAKA HE
nposepkd Jmna, c | deepfake u | OTPAXXEHA
HCIIOJIE30BaHUEM HHCTPYMEHTOB  JUIs
TexHonoruu deepfake | ocymecTBiaenus
c MOJAMEHOH | MOAMEHEI
BH/ICOTIOTOKA BHJICONIOTOKA

3aknoueHue:

Tectuposanue 6uomerpuyeckoro pemenus liveness-nposepku nuna SunSoft
3aBepIleHo ycrenHo. buoMerpuueckoe pemenue liveness-nposepku nuna SunSoft
v.0.0.9 HE COOTBETCTBYET ycraHoBlIeHHBIM TpeGOBaHUIM.

IMopgmucano:
3amecturens ITpencenarens I[lpaBnenus A. MapueHko
HavansHuk Ynpasnenus
HHPOPMAIHOHHOH 6e30IMacHOCTH A T. Myxkanos
3aMecTHTelNb JUpPEKTOpa
JenaprameHTa 1o pa3BUTHIO POJAYKTOB M. TynbGacuen
H.o. HayanbHUKa YIIpaBiIeHHA Fd
Llentp o6MeHa HaeHTU(PHUKAIMOHHBIMY JaHHBIMU M. HypkeHoB

[ 'naBHBIN CUCTEMHBIH aHAJIUTHK
Otaena onepanMOHHOIO COIIPOBOXACHHUS ana:anemm r
LleaTp o6MeHa uAeHTU(PUKAIMOHHBIMH JaHHBIMU G//" , A. JlazapeB



5.4. ATaka [TonerTka IIpoBepka Ha KHBOCTH
OHuoMeTpUUecKoro ayTeHTU(QUKAUUH ¢ | IpoiineHa, pe3ynbTar —
peLIeHHs liveness- | ucnonp3oBannem ATAKA HE
NpoBepkH Juua, c | deepfake u | OTPAXKEHA
HCIIOTIL30BAHHEM HHCTPYMEHTOB IS
texHosnorun deepfake | ocymecrsienns
c MMOJIMEHOH | I10JIMEHEI
BUJIEONIOTOKA BUJIEOTIOTOKA

Jak/lo4eHue;

TectupoBanne 6uoMeTprUYecKOro permenus liveness-nposepku nuua SunSoft
3aBEPIIEHO ycremHo. buomerpudeckoe pemenve liveness-nposepku auia SunSoft
v.0.0.9 HE COOTBETCTBYET ycTaHOBNEHHBIM TpeGOBAHUAM.

IMoanucano:
3amectutens [pencenarens [pasnenus A. Mapuenko
HauansHuk Ynpasnesus
HH(OPMAIIMOHHOM Ge30M1acHOCTH T. Mykanos

3aMecTUTeNs qUpeKTopa

JenaprameHTa 10 pa3BUTUIO POAYKTOB M. Tynbacuen

W.o. HauaneHuKa YpasieHus
LlenTp oOMeHa HAEHTUDUKALMOHHEIMU JAHHBIMH M. HypxeHos

I'7IaBHBIA CUCTEMHBIN aHATMTHK
Otzena onepanuoHHOrO COMPOBOXKICHHS YIIpaBIeHUsT”

LlenTp oOMeHa AeHTHOUKAHOHHBIMHA JaHHBIMU U/

- A. JlazapeB
7z



