IIpoTokon TecTUpOBAHUSI GHOMETPHYECKOTO pelleHHst
liveness-npoBepku Jimua

«24» nexabps 2024 r.
Buomerpuueckoe pemenue liveness-nposepxn suna: Biometric
3asisutenan: TOO «Biometric Solutiony»
Paspaborunk: Biometric Solution
Homep Bepenu: 0.2.4
Homep coopkn: 0.2.4

JlaTta npoBeaenns TectupoBanus: ¢ 19.12.2024 mo 24.12.2024
Mecto nposeaenusi tectupoBanns: AO «HITK» r.Anmatsr mxp. Koxrem 3 1.21

PHO paboTHHKOB, NPHHHMABILHX Y4aCTHE B TECTHPOBAHHM:

Jlazapes Aunekcannp HukonaeBM4 — TIJaBHBIM CHUCTEMHBIH AHAJIWTHK OTIENA
OMepalMOHHOTO COIPOBOXKAEHUs yrpasienus [ION]];

Hypmaxos Anyap MyxTapynbsl — ITIaBHBIH MEHEKEpP OT/AeNa ONEPalHOHHOTO
conpoBoxaeHus ynpasinenus [[OM/];

Ilears TecTupoBaHus:

— OINpelNeUTh BEPOSTHOCTh JIOKHOTO JONMYCKa IMPH COBEPLIEHMH aTakK C
UCIO0JIb30BaHHEM (oToM300pakeHHH, Macok, Buaeosanucelt, deepfake TexHomoruii
Y UX KOMOHWHAIHUH;

— ONpPENEeNUuTh BEPOSTHOCTD JIOXKHOI'O HEOITYCKa;

— OIpeeNuTh IPOMYyCKHYI0 CIOCOOHOCTh OGHOMETPHUYECKOTO pelleHHs
liveness-nipoBepk# Juia.

Ilepevyens MaTepHaJbHBIX H TeXHHYECKHX CPEACTB, HCNOJb30BAHHBIX B X0/€
TeCTHPOBAHHUS:
— CunukoHOBas Macka Msrkasl Ha JIMIO, C BEIPE3aMHU IJ1a3;
— CunmikoHoBas Macka JKecTKas Ha JIHLO, 0e3 BEIPE30B;
— CunukoHOBas Macka Ha BCIO TOJIOBY, 0€3 BBIPE30B;
— @oronsobpaxkeHus JHMIA, pacrevyaTaHHble Ha mpuHTepe Epson L805 (Ha
MaTOBOH U IUISHLEBOM OyMmare);
— TIO DeepFaceLive NVIDIA build 07.09.2023 ¢ my6auuHbIMH MOAETSIMHA
JTHL;
— CucreMHBIH OJI0K:
CPU: Intel® Core 19 13900K;
RAM: 64 Gb;
SSD: 2 Th:
GPU: nVidia RTX 4090
— Mo6uneHnsbii Tenedon Apple iPhone 14 Pro Max;



— MoObunbHeiii Tenedon Samsung Galaxy S22 Ultra;
— Ilnanmer iPad 12.9 M2;
— Momnutop Philips 28”

Jlist TecTHpoBaHHMs 6GHOMETpHYECKOrO PeIIeHNs BBIAENEHB! CIENYFOIIUe
CEPBEPHbIE BBITHC/IUTENIBHBIE PECYPCHI:

CPU: Intel® Core 19 13900K;

RAM: 64 Gb;
SSD: 2 Tb;
GPU: nVidia RTX 4090
Ne | Buja TecrupoBanus Onucanune PesyabTar
npouecca
TECTHPOBAHMSA
1. | Odmee Tectnposanue pyuxumonana Onomerpuveckoro pemeHns JaiiBHeC-NIPOBEPKH
JHIA
L.1. | Tectuporannie | UMHTANHS OGBIUHBIX IIposeneno 500 | Yenemno, BPCER
KOPPEKTHOMH YCIIOBHH ceccuii liveness MeHee 15%
JIHYHOCTBIO
2. | 2D arakn (HOOBITKA ABTOPH3ALMH 3JOYMBIIVIEHHHKA BMECTO PeabHOro veloBeKa)
OHOMeTpHYeCKOro pemenus JIaliBHEC-POBEPKH JIHIA
2.1. | Pacneuarannoe | Mcnonb3oBanue [TonpiTka ITpoBepka Ha KHMBOCTB
(hoTonzobpaxen | horomzobpakens ayTCHTU()HUKALMK  C | He IPOiijieHa, pe3yIbTaT
He JIa auna  (Bce  JIMIO), | HCIIOJIB30BAHHEM - ATAKA YCIIEIIHO
pacrevatanHoro  Ha | GoToH300paKeHHS OTPAXEHA
MaToBOH/ TIJIAHIEBOIl | nua,
Oymare pacleyaTaHHOro Ha
TJISTHIIEBOH 51
MaTOoBOI
doTobymare
2.2, Hcnonb3oBanue ITonbiTka [IpoBepka Ha XHBOCTE
H30THYTOTO ayTeHTHQUKAUMH ¢ | He NpoiifeHa, pe3yIbTaT
oTonzobpaxenus HCIIO/IE30BaHHEM - ATAKA YCIIEIIHO
Jaua  (BCe  JIHILO), | H3OTHYTOIO OTPAXEHA
pacrevyaTaHHOro  Ha | (pOTOH300paXkeHus
MAaTOBOH/TJISHIIEBOH THIA,
Oymare pacrevyataHHoro Ha
[TISTHIIEBOM H
MaTOBOU
(poTobymare
2.3 Hcnonwzosanue [ToneiTka [TpoBepka Ha »HMBOCTB
thoTonzobpakeHus ayTeHTH(UKALMA  C | He IPOiiieHa, pe3yIbTaT
mana (¢ BBIPE3OM | HCIIOJIBL3OBAHHEM - ATAKA YCIIEIIHO
rnas), (oronzobpaxkeHus OTPAXEHA
pacreyataHHoro  Ha | JMIa,
MaTOBOM/TIIHLEBOH | pacleyaTaHHOTO Ha
Oymare, MaTOBOH H
3aKpPEeIUIeHHOTO Ha | [VISHUIEBOM
HIe (oTobymare c

BBIpE30M B 001acTH
rjas




Hcnonbsopanue ITonertka ITpoBepka na }KHBOC'E
(porouzobpaxkenus ayTeHTH(UKAIMH ¢ | He MpoiineHa, pe3yJibTar
M@ (C  BBIPE3OM | HCIIOJNB30BAHHEM - ATAKA YCIIELLIHO
o0nacTu rias u Hoca), (orouzobpakenus OTPAXEHA

pacrnevaraHHOrO  Ha | JuIa,

MATOBO/TIISHIEBOH | pacmevaranHoro Ha

Oymare, MaToBO# H

3aKpPEIUICHHOr 0 Ha | IIAHLEROM

BIHIE (boTobymare ¢
BBIPE30M B o00jacTH
rj1a3 ¥ Hoca

ATaka OHOMETpPHYECKOro PCLUEHHS JIAfiBHEC-IPOBEPKH JIHIA ¢ HCHOJb30BAHHEM
BHAeozanucH uan porousobpakenns, AEMOHCTPUPYEMOT0 Yepe3 yeTpoiicTBa

JeMoncTpanus | lemoHcTparus [TonerTka [TpoBepka Ha KHBOCTH
(oTouzobpaken (poTonzobpakeHus ayTeHTH(UKAIUN ¢ | He IpoiijieHa, pesynsTar
us yepes MOOMIIBHBIH | HCIIONB30BAHUEM - ATAKA YCIIEILIHO
Tenedon u3o0paxenus Jmna | OTPAXKEHA

JNEMOHCTPUPYEMOTO

co cmaprdoHa Ha

KaMepy (st

JEMOHCTpaIHH

npuMeHsATucsk iPhone

14 PRO MAX wu

Samsung Galaxy S22

Ultra)

. HeMoHcTpanms [TonpiTka Ilposepka Ha XHBOCTBH
(oronzobpaxkeHus ayTeHTH(HUKAIUH ¢ | He MpoiiaeHa, pesynbTar
4yepes MJIaHIIEeT HCITOJIE30BAHUEM - ATAKA YCIIEHIIHO

H300pakeHus OTPAXEHA
JACMOHCTPHPYEMOr 0

C IUIaHImTa  Ha

Kamepy (nust
JEMOHCTpAIHH

IPUMEHSICS

mianmer iPad 12.9

M2)

3.3 JlemoncTparus [Monkerrka [Iposepka Ha xuBOCTH
(oTonzodbpakenus ayTeHTH(QUKAUMN ¢ | HE IPoiijieHa, pe3y sTaT
9€pPE3  MOHHTOD  C | HCIIOJIB30BAHHEM - ATAKA YCIIEIIHO
MAaTOBBIM ITOKPLITHEM | H300paKeHHs OTPAXEHA

JEMOHCTPHPYEMOTO
C  MOHHTOpa Ha
Kamepy (IpuMeHsics
Philips 28™)

4. | 3D araku (HOOBITKA ABTOPH3ALMH BMECTO PeaNILHOr0 eI0BeKa) GHOMETPHYECKOro

pemeHns IaliBHeC-NPOBEPKH JIHIA

4.1. Hcnone3oBanue IlonkiTka IIpoBepka Ha KHBOCTB
CHIHKOHOBOH ~MAacKH | ayTeHTH()HKAMK ¢ | NpoiifieHa, pesyisTaT —
(Bce JIULIO 0e3 | ucnonb3oBanuem ATAKA HE
BBIPE30B) cunukonoBor Macku | OTPAJXKEHA

yuna (6e3 BeIpe3oB)




4.2.

Hcnosnpioranue
CHJIHKOHOBOM MAacKH ¢
BBIPDE30M B 00JacTH
rias

[TombrTka
ayTeHTUQUKAIMH ¢
HCII0JIb30BaHHEM
CHIIHKOHOBOH Macku
maua (¢ BBIPE3OM B
obJsactH riaz)

IIpoBepka Ha >KHBOCTE
He IpoiiJieHa, pe3yIbTaT
- ATAKA YCIIEIIHO
OTPAXEHA

4.3. Hcnonp3oBanue ITorneiTka Ilporepka nHa »xMBOCTH
CHJIMKOHOBOH ~ MacKu | ayTeHTHOHKALHH ¢ | He NpoiieHa, pe3yapTar
(Ha BcIo roJ10BY) HCITOIb30BaHHEM - ATAKA YCIIEIIHO

CHJIMKOHOBOH Macku | OTPAXKEHA
Ha BCIO rosuosy (Oes3
BBIPE30RB)
5. | ATaka GHOMETPHYECKOr0 peLIeHHs JAHBHEC-NIPOBEPKH JIHIA, ¢ HCMOJIbL30BAHHEM
TexHoJ10ruH deepfake

2:1: ATaka [TonbrTka IIpoBepka Ha KHBOCTE
OHoMeTpHYeCKOro AYTeHTHYHKALMK  C | He IIPOi/IeHa, pesy IbTaT
perieHus liveness- | ucnons3oBanuem - ATAKA YCIIEIIIHO
TPOBEPKH  JIMLA, C | HHCTPYMEHTOB OTPAXEHA
HCIIOTB30BAHUEM deepfacelive i
TexHosorun deepfake | mogmeHnsr JMLa,
yepes MOOHIIBHEIH | H300paxkenue
Tenedon TPaHC/IMPOBAIOCH CO

cMapTdoHa Ha
KaMepy BO BpeMs
OHJIAHH TpaHCIISLUN
(U1 JeMOHCTpanuu
npuMeHsuck iPhone
14 PRO MAX wu
Samsung Galaxy S22
Ultra)

5.2, Araxka [NomeiTka [Iposepka Ha KHBOCTB
OromMeTpHYecKoro ayTeHTU()UKAMM  C | He [IPOii/ieHa, pe3yIbTaT
pelIeHus liveness- | ucnonezopanmem - ATAKA YCIIEIIHO
NPOBEPKH  JIHIA, C | HHCTPYMEHTOB OTPAXEHA
HCIIOJIb30BAHHEM deepfacelive TS
TexHonoruu deepfake | moamensr JvIa,
uepes IJIaHIIeT H300pakeHHe

TPaHCJIIMPOBATIOCE €
IJIaHIIeTa (nnst
JEMOHCTpAIHH
IIPUMEHSIICS
miagmwer iPad 12.9
M2) na xamepy Bo
BpeMsI OHJIaiH
TPAHCIIALHH

33, Araka ITonbiTka ITpoBepka Ha KHBOCTEH
OHOMeTpHYecKoro ayTeHTHQUKAUMK ¢ | He NpoiifeHa, pe3yabTaT
pemieHuss  liveness- | HCMONB30BAHHEM - ATAKA YCIIEILIHO
NPOBEPKH  JIMIA, C | HHCTPYMEHTOB OTPAXKEHA
HCII0JIb30BAHHUEM deepfacelive JUTS
TexHonorun deepfake | mogmeHnsr uua,

Hepes monuTOp ¢ | M306paxeHue

ITOKPBITHEM

TPaHCIHPOBAJIOCE C




MOHHTOpA Ha Kamepy
(mpumensiics Philips
28™)

5.4. Artaka [Tonertka IlpoBepka Ha xuBOCTB
OnomeTpuYeckoro ayTeHTHOHKAUU ¢ | mpoliseHa, pesynbTar -
pelIeHus liveness- | ucrions3oBanmem ATAKA HE
NIPOBEPKH  JIHIA, C | HHCTPYMEHTOB OTPAXEHA
HCIIOJIb30BaHHEM deepfacelive It
TeXHoyoruu deepfake | nogmensr JILA,H
¢ TMOIMEHOH | SMYJIAMH  Kamephl
BHJIEONIOTOKA OBS  Studio. B

Ka4ecTBE KaMephl B
Opaysepe ObuTa
BEIOpaHa Kamepa
OBS Virtual Camera

3ak/a04enue:

TecrupoBanue Guomerpuueckoro pemenus  liveness-nposepku  suia
Biometric Solution 3aBepmieno ycnemmo. bromerpuyeckoe pemenue liveness-
npoBepkn juna Biometric v.0.2.4 HE COOTBETCTBYET YCTaHOBJIEHHEIM

TpeOOBaHHAM.
Iloanucano:

W.o. Ilpencenarens Ipapnenns K. Camaena

Havaneuux Yupasnenus

HUH()OPMaLHOHHON 6e30macHOCTH / T. MykaHoB

Hauanenuk Yopaenenus

[lenTp oOMeHa HIEHTHPUKAITMOHHBIMU JAHHBIMH . Epmaxanosa

["aBHBIN CHCTEMHBIH aHAIUTHK

Otpaena onepanmroHHoOro CONIPOBOXKACHHS YTIpaBIeHH

LlenTp oOMeHa HACHTUDUKALMOHHBIMU TaHHBIM X A Jlazapen

I'naBHBINH MeHeKED

OTjena onepauoHHOro CONpoBOKAeHHs Y IpaBieHus
IlenTp 0OMeHa HAEHTH(DUKATMOHHBIMHI JAHHBIMH ;

. Hypmaxos



