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PHUO Pa0OTHHKOB, NPHHAMABIINX y4acTHe B TECTHPOBAHHM

Jlazapes Anexcannp HukomaeBuy — TJIABHBIH CHCTEMHBIH aHANUTHK oTAeIa
OIEPallHOHHOI'O COMPOBOKIICHUS ynpasnenus [[ON];

Hypmaxos Anyap MyxTapyiel — riaBmbrii MCHE/DKEp OTHeNa ONepalHoOHHOro
CONIPOBOX/IEHUSA YIIPABIEHHS LHON 1,

enb TectupoBanus:

— OIPEJECNNUTh BEPOSTHOCTEH JIOXKHOL'O AOIIyCKa NpPU COBEPILEHHH aTak ¢
HCIIOJIb30BaAHHEM (1)0T0H306pa>KeHHI‘/i, Macok, Bueo3amnucei, deepfake Texnomoruii
U UX KOMOUHALUH;

— ONPEIENHUTh BEPOSATHOCTE JIOKHOIO HEJIOIyCKa;

~ ONPEACTHTh MNPOMYCKHYI0 CHOCOGHOCTE GroMeTpHueckoro peleHus
liveness-nposepku nuna,

Ilepeyens mMaTepuanbubIx u TEXHHYECKUX CPeJCTB, HCMOJIb30BAHHLIX B xojae
TeCTHPOBAHHS:
= CI/IHHKOHOBaH MacKa MArkas Ha JIMIIO, C BpreBElMI/I rias;
— CunnkoHoBas mMacka JxecTkas Ha JIHI0, 6e3 BEIpe30E;
— CuikoHoBas Macka Ha Bcro FOJIOBY, G€3 BBIPE30B;
— ®@orouzobpaxenus JIMla, pacneyaTaHHele Ha punTepe Epson L805 (ma
MaTOBOH U I'JISHIIEBOMH Oymare);
— IIO DeepFaceLive NVIDIA build 07.09.2023 ¢ nyGauunsmvu MOJIEIISIMH
JIMII,
— CucremHsli 6110K:
CPU: Intel® Core i9 13900K;
RAM: 64 Gb;
SSD: 2 Tb;
GPU: nVidia RTX 4090
— MoOunbusrii Tenedon Apple iPhone 14 Pro Max;
— MoGumnbHsIii Tenedon Samsung Galaxy S22 Ultra;




— Ilnanmer iPad 12.9 M2;
— Monutop Philips 28”

Hns TectupoBanms OroMeTpuYeckoro perenus

CEPBEPHBIE BLIMHUCIATENBHbIE PECYPCHI:
CPU: Intel® Core i9 13900K;

BBIJICJICHBI ClIenyriue

RAM: 64 Gb;
SSD: 2 Tb;
GPU: nVidia RTX 4090
Ne | Bua recrupoanus Onucanune Pesyabrar
nponecca
TECTHPOBAHHS
1. | Obmee TecTupoBanue $yHkuHOHaNA GHOMeTpHYeCcKOTO pemenns aiiBHec-NPoOBepPKH
JHIA
1.1. | TectupoBanue Mmuranus  o6bransix | [Tposegeno 500 | Yememmno, BPCER
KOpPPEKTHOMH YCIOBHI ceccuii liveness MeHee 15%
JTHYHOCTBIO
2. | 2D arakum (mombITKAa ABTOPH3ALMH 3JI0YMBIIJIEHHHKA BMECTO PeaJibHOIo YeJI0BeKa)
0MOMeTpHYecKoro pemenus JaiiBHec-II OBEPKH JIHIA
2.1. | Pacnewartannoe | Mcnonnsopanue ITomertka IIpoBepka Ha KHBOCTS
poTomnzobpaxen (boTonzobpaskeHus ayTeHTH(QUKALMK  C | He IpoiineHa, pe3ynbTar
ue Juna JHIa  (BCe  JIMIO), | HCIIONB30BAHUEM - YCIIEIIHO
pacreyaTaHHoro  Ha | oToH306paKeHHs
MaToBOH/ TJISHIEBOI | numa,
Oymare pacneyaTaHHOTO Ha
TJIAHLEBOMH u
MaTOBOH
borobymare
didn HcnonszoBanue [TonbiTka [Tpoepka ma xuBOCTE
M30THYTOTO aYTEHTHYHUKALUMH  C | He IIPOiiieHa, pe3y TaT
(poTousobpamenus HCTIOJIb30BAHHEM - YCIIEILIHO
JmMia  (BCe  JIHIO), | H3OTHYTOTO
pacrieqaTaHHOro  Ha | (orouzobpaxeHns
MaTOBOH/TIAHUEBOI1 JIHIa,
Oymare pacrieyaTaHHoro Ha
TJIAHIIEBOM H
MaToBO#
(porobymare
2.4 Hcnonszosanue [TonbiTka IIpoBepka Ha XHMBOCTH
(porouzobparkenns ayTeHTHPHUKAMK ¢ | He IIpoiifiena, pe3yIbTar
Moa (¢ BEIPE30M | HCIIONB30BaHHEM — YCIIEIITHO
rias), boTonzobpaxenus
pacne4yaTtaHHOIO  Ha | jJMIa,
MAaTOBOH/TIAHIEBON | pacneyaTaHHOro Ha
Oymare, MaTOBOI H
3aKPEIIEHHOT O Ha | I'ISTHLEBOH
JIHIIE (orobymare c
BBIPE30M B 00J1acTH
a3




HcnonszoBanue
(oronzobpakenms
mna (¢ BeIpe3om
o01acty ria3 u Hoca),
pacneyaranHoro  ma
MaTOBOH/TIIsIHIIEBOIT
Oymare,
3aKpeNyIeHHOr o
JiHIe

Ha

IonbrTka
ayTCHTH(HKAI[UK
HCIIOJIL30BaHHEM
(oTonzobpakenus
JHna,
pacrneyaTaHHOro Ha
MaToBOH H
TIISTHIIEBOH
dorobymare c
BBIDE30M B 06JacTH
a3 ¥ Hoca

ITposepka ma skuBocTH

C | HE IpOHEHA, pe3ynsTaT

- YCIIEILIHO

ATaka OHoOMeTpHYecKoro PEUICHHS JlaliBHEC-NPOBePKH JHma c HCI0JIb30BAHHEM
BH/I€03ANMHCH HJIH tbo*ronsoﬁpameﬂnﬂ, AEMOHCTPHPYEMOTO Yepe3 YCTpoiicTBa

3.1. | lemoncTparus Hemoncrpanus [ToneiTka IlpoBepka Ha skuBocTB
(oTonzobpasen (oronzobpaxenns AYTeHTHQHUKALMH ¢ | He NpoiiJieHa, pe3ypTar
usi 4yepes MOOHIIBHBIN | HCHIONB30BaHMEM - YCIIEIIHO

Tenehou H300paKeHus JHna
JEMOHCTPUPYEMOT0
co cmaprdona Ha
Kamepy (nns
J€MOHCTpaIu
IIpUMEHATHCh iPhone
14 PRO MAX g
Samsung Galaxy S22
Ultra)

3.2, Hemoncrparus ITonberTka IIpoBepka Ha sxmBOCTS
(oTomnzobpaskerus AyTCHTH(QHKAMH ¢ | He NpoiijieHa, pe3ynbTar
4yepes IJIaHIer HCII0JIb30BAHHEM - YCIIEIITHO

H300paxeHus
JIEMOHCTPHPYEMOTo
¢  mIa”HmrTa  Ha
Kamepy (mist
JNEMOHCTpaIHN
HNPHMEHSIICS
InaHwer iPad 12.9
M2)

3.3, JleMoHcTpanms [TonterTka IlpoBepka Ha KMBOCTE
(porouzobpakenns ayTeHTHHKAUH ¢ | He [pol/ieHa, pe3ynbTaT
CPE3  MOHHUTOP  C | MCIIOIB3OBAHHEM - VCIIEIIIHO
MAaTOBBIM IOKPBITHEM | H300paXkeHUs

JAEMOHCTPUPYEMOT0
C  MOHHTOpa Ha
KaMepy (IpuMeHsuIcs
Philips 28™)

4. | 3D araku (nombiTka ABTOPH3ALHH BMECTO PeabHOro Ye/loBeKa) OGHomMeTpHYecKoro
PelICHUsA JTaHBHEC-IIPOBEPKH JIHIA

4.1. Hcnonssosanne [Tonerrka [TpoBepka Ha skuBOCTB
CHIIMKOHOBOH MacKu ayTeHTU(UKanuu ¢ IpoiiJieHa, pe3yibTaT —
(Bce A0 0e3 | ucmonk3oBanmeM HE YCIIEIIHO
BBEIPE30B) CHIIHKOHOBOH Macku

nuna (6e3 BEIpe3oB) ]




4.2, Hcnonesosanue ITonbrTka [TpoBepka Ha skuBoOCTE |
CH/IMKOHOBOH MacKu ¢ | ayTeHTHDHKAIME ¢ | He IpOiifieHa, pe3yIbTar
BBIPE30M B  00JACTH | HCHOJIB30BAHHEM - YCIIEIIHO
a3 CHITUKOHOBOH Macku

JHna (C BBIPE3OM B
obmactu ryias)

4.3. Hcnonbzosanne ITonbrTka llpoBepka Ha HBOCTH
CHIIMKOHOBOH  MA4acKu ayTeHTH(UKALMH ¢ | He IIpOi/ieHa, pe3yIbTar
(Ha BCIO TOJIOBY) HCIO/IB30BaHHEM - YCIIEHIHO

CHJIMKOHOBOH MacKu
Ha BCIO ronoBy (6e3
BBIPE30R)
5. | Ataka GuoMerpmuecKoro PCIIEHNs JIaHBHEC-TIPOBEPKH JIHIA, ¢ HCMOJAbL30BAHHEM
TexHoorun deepfake

8.1 Ataxka ITonkiTka IIpoBepka Ha kuBOCTE
OGuoMeTpHYecKoro ayTeHTHQUKaIMK  C | He poiizeHa, pesyibTar
pelleHHs liveness- | ucmonszoBanmem - YCIIEHIHO
IPOBEPKH  JIHIE, C | HHCTPYMEHTOB
HCIIOJIb30BAHHEM deepfacelive s
TexHonoruu deepfake | moamens: JHLa,
yepes MOOHIIBHBIH | H306pakeHne
TenedoH TPAHCIMPOBATIOCE CO

cMmaptdona Ha
KaMepy BO Bpems
OHIIAMH TpaHCIALUU
(m1s  memMoHcTpanun
npuMensutuce iPhone
14 PRO MAX u
Samsung Galaxy S22
Ultra)

3.2, Araka [ToneiTka IIpoBepka Ha xHMBOCTE
OuoMeTpuyeckoro ayTeHTHQHKALMK ¢ | He IPOH/IEHa, Pe3y IbTar
pemenust  liveness- | ucronb3oBanueM - YCIIEILIHO
IIPOBEPKM  JTHIA, C | HHCTPYMEHTOB
HCITI0JIb30BAHUEM deepfacelive JUIst
TexHojorun deepfake | mogmensl JHIA,
yepes ITaHIIeT H300parkeHuHe

TPaHCIIMPOBAIIOCh €
ILIaHIIeTa (aus
JEMOHCTpAIHH
[IPHMEHSAIICS
maanmer iPad 12.9
M2) na kamepy Bo
BpeMs OHJTAHH
TPAHCIIALHUH

3.3. Araka ITompITKA [IpoBepka Ha ;KHMBOCTE
OHoMeTpHYecKoro ayTEHTH()HKALUH ¢ | He Ipoiinena, pe3ysTar
pemennss  liveness- | ucnonb3oBanmeM - YCIIEIIHO
NPOBEPKH  JHIA, C | HHCTPYMEHTOB
HCII0JIb30BAHHEM deepfacelive IS
TexHojoruu deepfake | nogmensr JIHIIA,

Yepes Momutop ¢ | m306parkeHue
| IIOKPBITHEM TPAHCIMPOBAJIOCE €




- MOHHTOpa Ha Kamepy W
(mpumensiics Philips
28™)

5.4. Artaka ITonbrTka Ilposepka Ha xmBOCTB
OnomeTpHueckoro ayTeHTHYHUKAUMH ¢ | He Ipolixena, pesyJsbTar
peleHus liveness- | uconb3osannem - YVCIIEIIHO
[IPOBEPKH  1HLA, C | HHCTPYMEHTOB
HCII0JIb30BaHHEM deepfacelive s
TeXHonoruu deepfake | mogmens: Jnna,u
c IIOAMEHOH | HMYJIAIUK KaMephbl
BHJICOIIOTOKA OBS  Studio. B

Ka4eCTBE KaMephl B
Opaysepe ObL1a
BhIOpana Kamepa
L OBS Virtual Camera

3akIoYeHne:

Tecruposanne Guomerpuueckoro pemenus liveness-nposepkn numa oz

webliveness 3aBepueno ycmemHo. Buomerpudeckoe pemenne liveness-mposepku
una oz webliveness v. 1.42 HE COOTBETCTBYET YCTaHOBIIEHHBIM
TpeOOBaHUAM.

3amecturens [Ipencenarens IIpaBnenus

Hauanenuk Vpasnenus , /
/

HH(POPMALMOHHOH Ge30TacHoCTH Cﬂéf//

3amecTHTeNb UpeKTOpa
JleriapraMenTa 110 PasBUTHIO IPOLYKTOB

Hoanucano:

‘ W?jéﬁ CamaeBa

T. Mykanos

/

L

/ M. Tynbacuen

Hauaneauk Ynpasnenus
LlenTp 0OMeHa HIeHTHPUKAIHOHHEIMY NaHHBIMK // - EpmaxaHoBa

-

[ maBHBIN CUCTEMHBIN aHATHTHK

Ortzena onepanuoHHOrO COIIPOBOXKJIEHUS YTIpaBlIeHUs] )

LlenTp oOMeHa HaeHTHDHKAIHOHHBIMY JAHHBIMHU oy A. Jlazapes
['maBHBIH MeHeJKep

Otzena onepalmoHHOTO COMPOBOKIEHHS VYnpasneuus
LleHTp oOMeHa HeHTUDUKATHOHHBIME TAHHBIMHU . Hypmaxos



