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®HO paGoTHHKOB, NPHHUMABINHX Y4aCTHE B TECTHPOBAHHH:
Jlazapes Anexcannp HukomaeBud — riaBHBI CHCTEMHBIH aHAIMTHK OTIENa
OIIEPALIMOHHOTO CONPOBOXkKAeHUs yrpaBnenus [IOM/];

Ileab TecTHpoBaHus:

— OIpPENeNIUTh BEPOSITHOCTH JIOXKHOTO JONYyCKa IMPHU COBEPUIEHHH aTaK C
HCIIONIb30BaHKeM (oTon300paskeHuit, Macok, Buieo3anuceii, deepfake Texnomoruii
W UX KOMOWHALHUH;

— OINpPEIEeTUTh BEPOATHOCTD JIOXKHOTO HEJIOMYCKa;

— ONPEACTUTh IPOIYCKHYK CIIOCOOHOCTE OHOMETPHUYECKOTO pEIleHHUS
liveness-nipoBepku nuiia.

Ilepeyenn MaTepHANBHBIX H TEXHHYECKHX CPEICTB, HCIOJIb30BAHHBIX B X0/1€
TeCTHPOBAHUS:
— CunMKoHOBas Macka MsTKas Ha JIHIIO, C BEIPE3aMH IJ1a3;
— CuukoHOBas Macka KecTKas Ha JIHIO, 6e3 BhIPe30B;
— CunukoHOBas Macka Ha BCIO I'0JIOBY, 03 BBIPE30B;
— @orou3o0paxkeHHs JIMIA, pacredaTaHHble Ha npuHTepe Epson L805 (Ha
MaTOBOM U IIIsHIIEBOM Oymare);
— IIO DeepFaceLive NVIDIA build 07.09.2023 ¢ ny6auuHBIME MOZENSIMH
AL
— CucreMHbIH OJI0K:
CPU: Intel® Core 19 13900K;
RAM: 64 Gb;
SSD: 2 Tb;
GPU: nVidia RTX 4090
— MobunsHslii Tenedon Apple iPhone 14 Pro Max;
— MoOGunsHseIi Tenedon Samsung Galaxy S22 Ultra;
— Ilnanmer iPad 12.9 M2;
— Mouutop Philips 28”



HJ'IFI TECTHPOBaHHA 6HOM6TpH‘IeCKOFO PEIICHHs BbIACIICHBI CICOYIOIIHE
CEPBEPHLIC BEIYHUCIIUTEIIEHBIC PECYPCHI:

CPU: Intel® Core 19 13900K;

RAM: 64 Gb;
SSD: 2 Tb;
GPU: nVidia RTX 4090

Ne | Buja recrupoBaHus Onucanue PesyabTar
npoiuecca
TeCTHPOBAHUS
1. | O6mee TecTnpoBanne GYHKIHOHAIA OHOMETPHYECKOT0 PelIeHHs JaiiBHeC-NIPOBEPKH
JHLA
1.1. | Tectupoanue | Mmutanus oObuHBIX | [IpoBeneHo 500 | YcnemHo, BPCER
KOPPEKTHOMH YCIIOBHIA ceccuii liveness Menee 15%
JIUYHOCTBIO
2. | 2D araku (MONBITKA AaBTOPH3AIMM 3JIOYMbIIIJICHHHKA BMECTO PeaJbLHOT0 Ye/I0BeKA)
0HOMETPHYECKOr0 peleHus JIali BHeC-IPOBEPKH JIHIIA
2.1. | Pacnevarannoe | Mcnons3zoBanue [TonpiTKa [IpoBepka Ha >KMBOCTH
dorouzobpaskeH | porouzodparkeHus ayTeHTH(HKaUUH C | He IpoiiZieHa, pe3yibTaT
ue nuia mana  (Bce  JIMIO), | HCMONMB30BAHHEM — ATAKA YCIIEILIHO
pacmedyaTaHHOTO  Ha | (oTOU300paKeHU OTPAJKEHA
MaTtoBOH/ TIISHIIEBOH | IHIA,
Oymare pacredyaTaHHOTO Ha
TJIAHIEBOM 51
MaTOBOM
dhorobymare
22, Hcnone3zopanue [TonbiTKa [IpoBepka Ha XHUBOCTH
H30THYTOTO ayTeHTH(QUKAUU ¢ | HE [IpoiiieHa, pe3yabTaT
(dhoTouzoOpakeHus UCIIOJIE30BAHUEM - ATAKA YCIIEIIIHO
auna  (Bce  JIMI0), | H30THYTOIO OTPAXEHA
pacnevyaradHHoro  Ha | (hoTouzo0paskeHus
MaTOBOW/TISHIIEBOH JIHIIA,
Oymare pacreyaTaHHOrO0 Ha
[JISHIIEBOU 51
MaToBOM
thoTobymare
2.3. Hcnons3osanue [lonbiTKa [IpoBepka Ha *XHBOCTH
(doTonzodpakeHHs ayTeHTH(UKAIMK ¢ | He Mpoii/ieHa, pe3yIbTaT
mara  (C - BBIPE3OM | MCTIOJIB30BaHUEM — ATAKA VCIIEHIHO
rias), ¢dhoTonzobpaykeHus OTPAXKEHA
pacreuyaTaHHOTO  Ha | JIMIA,
MAaTOBOW/TISHIIEBOM | pacmeyaTaHHOTO Ha
Oymare, MaToBOH u
3aKpEeIICHHOTO Ha | TJISHIEBOH
e dorobymare C
BBIPE3OM B 06HaCTH
a3
24. Hcnonp3oBanne [TonbiTka ITpoBepka Ha KHBOCTH
dboTonzobpaneHus ayTeHTH(QUKAIMK ¢ | He IpoHeHa, pe3yIbTaT
ouna  (C BBIPE30M | UCIOJIb30BAaHHEM - ATAKA YCIIEHIHO
06J1acTH r1a3 | Hoca), | poTon3zoOpameHus OTPAXKEHA




paclie4yataHHOr0  Ha | JIMOa,
MaTOBOI1/TIsHIIEeBOIT paclieyaTaHHoro Ha
Oymare, MaTOBOI %4
3aKpEIIEHHOTO Ha | TIISTHIEBOM
JHLE tdotobymare ¢
BBIpE30OM B 001acTh
IJ1a3 ¥ Hoca
3. | ATaka OHOMETPHYECKOro pelleHHs JaHBHEC-NPOBEPKH JHIA € HCIOJIL30BAHHEM
BH/1€03ANHCH WU (poToH300paKeHHs, IeMOHCTPHPYEMOT0 Yepe3 YCTPOiCcTBA
3.1. | Jlemonctpanus | JlemoHcTpalus [TonpiTKA IIpoBepka Ha KHBOCTH
dbotonzodbpaken | hoTouzodbparkeHus ayTeHTH(HUKALMH ¢ | HE IPOHIeHa, pe3yIbTar
us yepes MOOMIIBHBIN | HCIIOJIB30BaAHHEM - ATAKA YCIIEIIHO
TenedoH uzobpaxcenust ymna | OTPAXKEHA
JEMOHCTPHPYEMOTO
co cmapTdoHa Ha
Kamepy (ms
JEMOHCTpaIUH
npuMensiaucek iPhone
14 PRO MAX wu
Samsung Galaxy S22
Ultra)

3.2 JlemoHcTparus [TonbiTKa [IpoBepka Ha JKHMBOCTH
toTouzobpakeHus ayTeHTU(UKAIIMK  C | He IPOiJIeHa, pe3yJibTar
gepes IIaHIIeT HCIOJI30BAHHEM - ATAKA YCIIEIIHO

H300paKeHHs OTPAXEHA
JEMOHCTPUPYEMOTO

Cc HJIaHIITa Ha

Kamepy (st
ACMOHCTpanuu

HNPpHUMCHAJICA

wianmer iPad 12.9

M2)

39 HemoHcTpanms [TonprTKa [IpoBepka Ha KUBOCTL
thoTouzobpakeHus ayTeHTU(HKALMK ¢ | HE IPOiicHa, pe3yJibTar
yepe3  MOHHUTOP  C | UCIIOJIb30BAaHHUEM - ATAKA YCIIEHIIHO
MaTOBLIM ITOKPLITHEM | H300paXKeHHs OTPAXEHA

JIEMOHCTPHUPYEMOTro
¢  MOHHTOpa Ha
Kamepy (MpUMEeHsICT
Philips 28”)

4. | 3D araku (MONBITKA ABTOPH3ALHH BMECTO PeAJBLHOI0 YeJIOBeKa) OHOMETPHUYECKOro

penieHus1 JialiBHEC-TIPOBEPKH JIHIA

4.1. Ucnons3oBanue [TonbiTKa [IpoBepka Ha KHBOCTH
CHJIMKOHOBOM MacKM | ayTeHTH(HKaUuu ¢ | npoiiieHa, pe3yiabrar —
(Bce JIAI0 0€3 | HCIIOIBL30BAHHEM ATAKA HE
BBIPE30B) cunukoHoBoil Macku | OTPAXEHA

auna (6e3 BEIpe3oB)
4.2. Hcnons3oBanue [lonerTka [IpoBepka Ha XHBOCTH

CHJIMKOHOBOH Macku ¢
BBIPE30M B 00JacTH
rias

ayTeHTH(HKAUH ¢
MCIOJIb30BaHHEM
CHJIMKOHOBOH MAacKH

He [IPOH/IEHA, pe3yJIbTaT
- ATAKA YCIIEIIHO
OTPA’KEHA




nMna (¢ BBIPE3OM B
obacTH 1ias)

4.3. Hcnonp3oBanue [ToneiTKa [IpoBepka Ha JXHBOCTH
CUIMKOHOBOH MacKky | ayTeHTH(HKALUK  C | IpoiiieHa, pe3yibTaT -
(Ha BCIO TOJIOBY) HCIIOJIB30BaHUEM ATAKA HE

cruummkoHoBoi Mmacku | OTPAXEHA
Ha BCIO TojoBy (0e3
BBIPE30B)
5. | Ataka OMOMeETPHYECKOro pelleHHs JIAHBHEC-MPOBEPKH JIHNA, C HCIOJIb30BAHHEM
TexHosornu deepfake

= Artaka [TonbiTKa
OHOMeTpHUYeCKOro ayreHTHQuKkanun ¢ | [IpoBepka Ha JKHBOCTH
pelienus liveness- | Hcnoap3oBaHHEM HE [IpOH/IcHa, pe3ynbTar
[IPOBEPKH  JIMLA, C | HHCTPYMEHTOB - ATAKA YCIIEIIHO
HCIIOJIL30BaHHUEM deepfacelive s | OTPAXKEHA
texHonoruu deepfake | moameHbI Iuna,
yepes MOOHIIBHBIH | H300paxeHue
Tesie()oH TPAaHCIMPOBATIOCH CO

cMmaptdona Ha
KaMepy BO BpeMs
OHJIAHH TPaHCIAIUH
(U1 1eMOHCTpaluu
npumensuick iPhone
14 PRO MAX nu
Samsung Galaxy S22
Ultra)

5.2. Araka [TonbiTKa IIpoBepka Ha >HUBOCTH
‘GHOMETPUUECKOTO ayTeHTH(UKAIlMKH  C | He IPOMIeHa, pe3yJIbTaT
pelIeHHs liveness- | Hcmmonp30BaHHEM - ATAKA YCIIEIIIHO
NPOBEPKH JIMIA, C | HKHCTPYMEHTORB OTPAXEHA
HCIIOJIB30BAHUEM deepfacelive JUIS
texHonoruu deepfake | momensl N IIER
yepes IUIaHIIEeT n300pakeHue

TpaHCIIUPOBAIIOCE C
nJIaHnera (st
JIEMOHCTPAIHH
NOPpHUMEHSAIICSA
wianmer iPad 12.9
M2) na xamepy BO
BpeMs OHJIaltH
TpaHCISAILMU

3.3 Araka [lonpiTKa [IpoBepka Ha KHUBOCTH
OuoMeTpruUecKoro ayTeHTH(QHUKALUK  C | He IpOoiJeHa, pe3yIbTaT
pelIeHus liveness- | ucnonb3oBaHHEM - ATAKA YCIIEIIHO
NPOBEPKH JIHLA, C | HHCTPYMEHTOB OTPAXXEHA
UCII0JIb30BAaHUEM deepfacelive JuIs
texHoyiorun deepfake | moMeHbI JHILA,

Yepes MOHUTOP ¢ | H300paKeHHE
MOKPBITHEM TPaHCIHPOBATIOCH €

MOHHUTOpA Ha KaMmepy
(npumensuicst Philips
283!)




5.4. Artaka [TombiTka IIpoBepka Ha JKHBOCTB
OHOMETPUYECKOT O ayTeHTH(UKAIMK ¢ | IPOiIeHa, pe3yIbTaT —
peIIeHHs liveness- | ucroip3oBaHHeM ATAKA HE
[IPOBEPKU  JIHLA, C | HHCTPYMEHTOB OTPAXXEHA
HCIIOJIB30BAHHEM deepfacelive JUTS
texHonoruu deepfake | moameHs! JM1a, 1
c IMOJMCHOM | OMYIIALHH  KaMephl
BHJICOTIOTOKA OBS  Studio. B

Ka4yeCTBE KaMeEpbl B
Opaysepe Obl1a
BeIOpaHa Kamepa
OBS Virtual Camera

Jakiouenue:

TectupoBanue OHoOMeTpUYecKoro peueHus liveness-nmpoBepku jiuna MyID
3aBeplleHo ycneuHo. buomerpuueckoe pewmenue liveness-nposepku nuna MyID
v.1.0.2 HE COOTBETCTBYET ycraHoBIeHHBIM TpeOOBaHHUSAM.

IHopnucano:

H.o. Ilpencenarens [Ipasnenus . CamaeBa

JlenmaprameHTa 1o pa3BUTHIO MPOYyKTOB
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Hupexrop JlenapramenTta- Y npaBiasiolitil JUPEKTOP / T. Ilonosa
vy

HauvanpHuk YnpasieHus
HH(pOpPMaLIMOHHO 06€301acHOCTH T. MyxkaHOB
Havaneuux YnpaBnenus

IlenTp oOMeHa uieHTUPUKALIMOHHBIMU JaHHBIMU A. EpmaxaHoBa

' maBHEBINA cUCTEMHBIN aHATUTHK
OTtzena onepallMOHHOTO CONPOBOKAEHHUsS Y IPABIEHUS

/ ,j'
[lenTp oOMeHa UAEHTU(PUKALUOHHBIMH IaHHBIMU (}{ e /  A.JlazapeB



