[IpoToko. TecTHPOBAHKSI GHOMETPHUECKOr0 PeleHus]
liveness-nnpoBepku Jinna

«19» despansa 2025 r.
buomerpudeckoe pemenue liveness-npopepxu nuua: LunaPass
3asiBuTenn: OGIIECTBO C OrpaHUYEHHON OTBETCTBEHHOCTHIO «Broka/Iabcy
Paspaborunk: VisionLabs
Homep Bepcuu: 1.13.6
Homep c6opku: 1.13.6

Harta npoBeaenus Tecruposanus: ¢ 06.02.2025 mo 17.02.2025
Mecrto nposenenns recrupoBanusi: AO «HITK» r.Anmatel Mp. Kokrem 3 1.21

®UO paboTHHKOB, NPHHUMABIIHX Y4aCTHE B TECTHPOBAHHHU:
JlazapeB Anekcanap HuxonaeBud — TI7IaBHBI CHCTEMHBIM AHAIMTHK OTHENa
OTepaIMOHHOr0 CONpPOBOXKAeHUS yrpasienus [[OMT;

Hesb TecTupoBanus:

— OIpEeIeNIUTh BEPOSATHOCTH JIOXKHOIO JOIyCKa IIPHU COBEPIIEHHH aTak C
HCIIONB30BaHKEM (hOTOM306paKeHIH, MacoK, Buneosanuceii, deepfake Texuonoruii
U UX KOMOMHAIIHH;

—  ONPEJEIUTh BEPOATHOCTH JIO)KHOTO HEIOITYCKA;

— ONpEeleNUTh MPOIMYCKHYIO CMOCOOHOCTE OHOMETPHYECKOrO pelIeHHS
liveness-mpoBepKu JTHIA.

Ilepeyens MaTepHAJILHBIX H TEXHHYECKHX CPEACTB, HCIOJb30BAHHBIX B X0/1€
TECTHPOBAHMS:
— CunukxoHOBas MacKa MATKasi Ha JIMIO, ¢ BEIPE3aMH IJ1a3;
— CunMKoHOBas Macka )KecTKasl Ha JIUIO0, 0e3 BEIPe30B;
— CuinKoHOBas MacKa Ha BCIO TOJIOBY, 6e3 BEIPE30B;
— @orousobpaxkeHHs NIULA, pacrneyaTaHHble Ha npuHtepe Epson L805 (ma
MaTOBOH U I'VIIHLIEBOH Oymare);
— TIO DeepFaceLive NVIDIA build 07.09.2023 ¢ nyGaM4YHBIME MOIENSIMH
nuL;
— CucremHblIi 6510K:
CPU: Intel® Core 19 13900K;
RAM: 64 Gb;
SSD: 2 Tb;
GPU: nVidia RTX 4090
— MobunsHslit Tenedon Apple iPhone 14 Pro Max;
— MobunbHsliii Tenepon Samsung Galaxy S22 Ultra;
— Ilnanmer iPad 12.9 M2;
— Monnrop Philips 28”



s tectupoBaHMs OMOMETPMHYECKOTO pelleHMs BBIAENEeHbl ClIeAyHOLHe
CepBEPHBIE BBIYHCIIUTEIbHBIE PECYPCHI:
Buptyansnas mamuna Ha 6a3ze Ubuntu 22.04.
CPU: Intel® Core i9 13900K 16 Core;

00J1acTH IJ1a3 H HOca),

(poronzobpaxenus

RAM: 16 Gb;
SSD: 100 Gb;
Nt | Bux rectupoBanus Onucanue PesyasTar
npouecca
TeCTHPOBAHHSA
1. | O6mee TecTupoBanue pyHKIHOHAIA GHOMETPHYECKOTO PelleHHs JiaiiBHec-POBEPKH
JIHLA
1.1. | TectupoBanue | Mmuranus o6eranbix | [Iposeneno 500 | Yenenno, BPCER
KOPPEKTHOH YCIIOBHIA ceccult liveness menee 15%
JIMYHOCTHIO
2. | 2D araku (HONBITKA ABTOPH3ALNH 3/I0YMBIILICHHHKA BMECTO PEAJbHOI0 4eJ0BEKa)
OHOMETPHYECKOTI0 pPelleHH JIaiiBHEC-IPOBEPKH JIHLIA
2.1. | Pacneuatannoe | Mcnosib30Banue IloneiTKa [IpoBepka Ha XHBOCTH
(oronzobpaxen | GporouzoOparkeHus ayTeHTH(HUKAMK ¢ | He IpolaeHa, pe3yabTaT
He JIuia auua  (Bce  JIHUIO), | HCIOJIB30BAHHEM - ATAKA YCIIEIIIHO
pacrieqataHHOrO  Ha | oTou3o0paXkeHHs OTPAXEHA
MaTOBO#t/ TISHIEBOM | JIHIlA,
Oymare pacrne4aTaHHOro0 Ha
[JISHIEBOH u
MaroBOH
(dorobymare
22. WcnonszoBanue [TombiTKa IIpoBepka Ha KHUBOCTH
H30THYTOTO ayTeHTH(UKALMK ¢ | HE IpOoii/ieHa, pe3yIbTar
¢dorouzobpaxeHus HCIOJIb30BaHHUEM - ATAKA YCIIEIIIHO
quna  (Bce  JHLO), | H30THYTOrO OTPAKEHA
pacnieyaTaHHOTO  Ha | GoToH300paKeHUs
MaTOBOH/TIISHIIERBOH JIMILIA,
Oymare pacneyaTaHHOTO Ha
[IAHILIEBOM U
MaToBOM
toTobymare
2.3. HcnonwszoBanue | ITonpiTKa IIpoBepka Ha KHUBOCTH
(hoTonz00paXKeH s ayTeHTH(QHKAIMK  C | He MPoHIeHa, pe3yIbTaT
Juua (¢ BBIPE30OM | HCITONB30BAHHEM — ATAKA YCIIEIHO
rias), thoTonzobpaxkeHus OTPAXEHA
pacredaTaHHOTO  Ha | JIMLA,
MAaTOBOH/TIISTHIIEBOH pacredaTaHHoro Ha
OymMmare, MaToBO# U
3aKperIeHHOr0 Ha | TJISSHI[EBOMH
JIHIE (dorobymare c
BBIPE30M B 00OnacTu
ria3
2.4 Hcnonp3oBanue [lonbrTKa [IpoBepka Ha KHUBOCTH
(doronzodpaxenus ayTeHTH(QHUKALMU ¢ | HE IpOo¥iieHa, pe3yIpTaT
quia (¢ BBIPE3OM | UCIOJIB30BaHHUEM - ATAKA VYCIIELIHO

OTPAXEHA




pacredyaTaHHOrO  Ha | JIMI,
MAaTOBOH/TJISHIIEBOH | pacrieyaTaHHOTo Ha
Oymare, MaTOBOH U
3aKpeIIEHHOTO Ha | TJISIHIEBOH
JHIe dborobymare c
BBIpE30M B 00J1acTH
1J1a3 4 Hoca
3. | Ataka OHOMETPHYECKOr0 peIleHHs JABHeC-NMPOBEPKH JHLIA € HCHOJIb30BAHHEM
BH/Ieo3anucH WM (poTouzodpazkeHnst, JeMOHCTPHPYEMOIr0 Yepe3 YCTpoiicTBa
3.1. | lemoncrpauust | JlemoHcTpanus [TomeiTKa [IpoBepka Ha KHBOCTH
(oTouzobpasken | GpoTonzodOparkeHHs ayTeHTH(QHKALMY ¢ | He IpOHeHa, pe3ybTaT
us yepes MOOMTIBHBIH | HCIIOB30BAHHEM - ATAKA YCIIEIIIHO
TeneoH nm3obpaxenus Jsmua | OTPAXXEHA
JIEMOHCTPUPYEMOTO
co cmaprdoHa Ha
Kamepy (nns
JAEMOHCTpaIH
npuMeHsuach iPhone
14 PRO MAX u
Samsung Galaxy S22
Ultra)

2.2 JlemoHcTpanus [lomeiTKa [IpoBepka Ha XHBOCTH
(doronzobpaxeHus ayTeHTH(HKAUWK ¢ | HE IpOoiIeHa, pe3y IbTar
4yepes [JIaHILIeT UCIIONIE30BAHHEM - ATAKA YCIIEIITIHO

H300paXKeHus OTPAXEHA
JEMOHCTPHPYEMOTO

C IUIaHIIeTa  Ha

Kamepy (s
JEMOHCTpaIHH

IPUMEHSUICS

mwiadmer iPad 12.9

M2)

3.3. JlemoHCTpatmsa IlonbiTKa IIpoBepka Ha KHBOCTH
(potonzobpaxkeHus ayTeHTU(HUKALKWK  C | HE MPOH/IEHA, PE3YIbTAT
yepe3  MOHHTOP  C | UCIOJIb30BaHHEM - ATAKA YCIIEILIHO
MaTOBBIM IIOKPBITHEM | U300paskeHUS OTPAXXEHA

IEeMOHCTPHPYEMOTO
C  MOHHTOpa Ha
Kamepy (IpHMeHsICs
Philips 28™)

4. | 3D araku (MONbITKA ABTOPH3AILHH BMECTO PeAILHOT0 4eJIOBEKAa) GHOMETPHYECKOro

pelleHHs JIaliBHEC-TPOBEPKH JIHIIA

4.1. HcnonezoBanue [ToneiTKa [IpoBepka Ha >KHUBOCTH
CHJIMKOHOBOH Macku | ayTeHTH(MKaUUK ¢ | IpoiiaeHa, pe3yibTaT -
(Bce JIALIO 0e3 | MCTOJIB30BaHHEM ATAKA HE
BBIPE30B) cuinkoHoBo#l macku | OTPAXKEHA

suia (6e3 BEIPE30B)
4.2. Hcnons3oranue [ToneiTKA [IpoBepka Ha >KHUBOCTH

CUIIHKOHOBOH MacKH ¢
BBIPE3OM B obacTu
rjias

ayTeHTH(QUKauu ¢
HCIIONB30BAHUEM
CHJIMKOHOBOM MacKH

He IpoieHa, pe3yabTar
- ATAKA YCIIEITHO
OTPAXEHA




auna (c BBIpe3OM B
obsiacTu rnas)

4.3. Hcnons3oBanue [TonbiTKa IIpoBepka Ha IKHBOCTH
CHJIMKOHOBOH MacCKH | ayTeHTH(UKALHK ¢ | TIpoiiieHa, pe3yjbTar -
(Ha BCIO TOJIOBY) HCII0JIb30BAHHEM ATAKA HE

cunukoHoBoH Mackn | OTPAYKEHA
Ha BCIO roJjioBy (0e3
BBIPE30B)
5. | Ataka OHOMETPHYECKOI0 pemleHHs JAfiBHEC-IIPOBEPKH JIMIA, ¢ MCNOJb30BAHHEM
TexnoJyiorun deepfake

3.1 Artaka [ToneiTka IIpoBepka Ha XHMBOCTH
OMOMETPHYECKOTr0 ayTeHTHQHUKALUU ¢ | He IpoiiJieHa, pe3yIpTarT
penieHus liveness- | ucronb30BaHHEM - ATAKA YCIIEIITHO
nposepku uuna, c | deepfake u | OTPAXEHA
UCIIOJIb30BaHHEM HHCTPYMEHTOB  JUJIs
texHosorun deepfake | ocymecTrieHus
yepes MOOMJIBHBIH | TOAMEHEI
Tenedon BHJICONOTOKA,

n3o0pakeHne
TPAaHCIMPOBATIOCH CO
cMmapTdoHa Ha
Kamepy BO BpeMms
OHJIAMH TpaHCISALNH
(st meMOHCTpaIuu
npuMeHsuck iPhone
14 PRO MAX u
Samsung Galaxy S22
Ultra)

5.2 Ataka [TonbITKa [TpoBepka Ha KHBOCTH
OHOMETPUYECKOTO ayTeHTH(MKALMK € | HE [poii/ieHa, pe3yabTaT
peleHus liveness- | ucrons30BaHueM - ATAKA YCIIEIIIHO
nposepku Juna, c | deepfake u | OTPAXEHA
HCIIOJIL30BAHUEM UHCTPYMEHTOB  JUIs
texHosornn deepfake | ocymecTnenus
yepes [UIaHLIET IOJIMEHBI

BUCOIOTOKA,
H300pakeHue
TPAHCIMPOBATIOCh  C
IJIaHIIeTa (st
JIEMOHCTpAI[HH
IPUMEHSLICS
iadmer iPad 12.9
M?2) na kamepy BoO
BpeMs OHJIANH
TPAHCISILHH

53 ATaka [TombrTka [IpoBepka Ha *UBOCTH
OHOMETPUUECKOTO ayTeHTH(UKAUUKU C | He IpoiieHa, pe3ynLTaT
pelIeHus liveness- | ncrnons3oBaHHEM - ATAKA YCIIEILIHO
npoBepku auua, ¢ | deepfake u | OTPAXEHA
HCTIOJTb30BaHHEM HHCTPYMEHTOB  JUIA
texHonoruu deepfake | ocymiecTBieHHs
Uepe3: MOHHMTOP C | MOIAMEHEI
MOKPBITHEM BHICONOTOKA,




H300paxeHue
TPaHCIHPOBANIOCE  C
MOHHTOpA Ha KaMepy
(mpumensuicst Philips
28™)

5.4. Artaka [TomerTka IIpoBepka Ha XKHBOCTBH
OHOMETPHYECKOTO ayTeHTHQUKALHH ¢ | He IpOiieHa, pe3yabTaT
pelieHust liveness- | ucnonb3oBanuem - ATAKA YCIIEIIIHO
npoBepkH nuna, ¢ | deepfake u | OTPAXXEHA
HCIIOJIB30BaHUEM HHCTPYMEHTOB  JJis
TexHonoruu deepfake | ocymecTBienus
c IIOAMEHOH | IIOAMEHEI
BH/IEOTIOTOKA BH/IEOTIOTOKA

3akjw4yeHue:

Tectuposanne OGuomerpuueckoro pemreHusi liveness-npoBepku — nHIa
LunaPass 3aBepuieHo ycnemno. buomerpuueckoe peueHue liveness-mpoBepku

muna  LunaPass  v.1.13.6 HE COOTBETCTBYET ycraHOBjIE€HHBIM
TpeOOBaHUSIM.
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