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®HO paGoTHUKOB, NPHHHMABIIHX YYAaCTHE B TECTHPOBAHUH:

JlazapeB Anekcannap Hukonaesuu — riuaBHBIH CHCTEMHBIH aHATUTHK oTHena
colpoBoXkaeHus ynpanieHus YPLIC;

CepmiokoB AHzpel AleKCaHApPOBHY — IJIABHBIH CHCTEMHBIH aHAJIUTHK
oTAena conpoBoXxAeHus ynpasienus YPLIC;

Heab TecTupoBanus:

— OINpPEACIUTh BEPOATHOCTH JIOXKHOIO JOMYyCKa MPH COBEPILIEHHH aTaK ¢
HCTIONB30BaHUEM (poToM300pakeHHit, Macok, Buaeo3anuceii, deepfake Texuomoruit
1 MX KOMOHWHAIUK;

— ONPEJEIUTh BEPOSTHOCTD JOXHOTO HEJOIMyCKa;

— OIpEIeNuTh TMPOIMYCKHYI CIIOCOOHOCTE OHOMETPUYECKOTO pelleHuUs
liveness-npoBepku nuria.

Ilepeyens MaTepHANBLHBIX H TeXHHYECKHX CPEACTB, HCMOJIL30BAHHBIX B X0/€
TECTHPOBAHHS:
— CunMKoHOBas MacKa MTKas Ha JIUIO, C BEIPE3aMH IJ1a3;
— CunukoHOBas Macka XKecTKasl Ha JIHI[0, 6€3 BEIPE30B;
— CunukoHOBas Macka Ha BCIO FOJIOBY, 6€3 BBIPE30B;
— @orou3o0paxkeHus JULA, pacreyaTaHHble Ha npuHTepe Epson L805 (ma
MaTOBOM U IVIsIHIIEBOU Oymare);
— IIO DeepFaceLive NVIDIA build 07.09.2023 ¢ ny6au4HBIMH MOJEISIMH
JHL;
— CucreMHBIl OJIOK:
CPU: Intel® Core 19 13900K;
RAM: 64 Gb;
SSD: 2 Tb;
GPU: nVidia RTX 4090
— Mobunsnsiit renedon Apple iPhone 14 Pro Max;



— Moobunbnbli Tenedon Samsung Galaxy S22 Ultra;
— IInanmer iPad 12.9 M2;
— MomnwuTop Philips 28”

Jlns TecTUpoBaHUS OMOMETPUUECKOIO peLIeHMs BBIIENEHBl CIenyloIue
CepBepHbIE BEIYUCIUTEbHBIE PeCypChl:

CPU: Intel® Core 19 13900K;

RAM: 64 Gb;
SSD: 2 Th;
GPU: nVidia RTX 4090

BBIPE3OM B obnactH
IJ1as

Ne | Bua recrupoBanus Onucanne PesyabraT
npoiecca
TECTUPOBAHUA
1. | O6mee TecTupoBaHue GyHKUIHOHATA OHOMETPHYECKOI0 PeleHus JIaliBHeC-NIPOBEPKH
JHIIA
1.1. | TectupoBanue Mmurtanust oObrysbix | [TpoBeaeHo 500 | Yenemno, BPCER
KOPPEKTHOU YCIIOBHiA ceccuit liveness MeHee 15%
JTHYHOCTBIO
2. | 2D araku (MONBITKA ABTOPH3ALMH 3JI0YMBIIIJIEHHHKA BMECTO PEAJIbHOr0 4YeJI0BEKa)
OHOMETPHYECKOr0 pelleHHs JaliBHeC-IPOBEPKH JIHLA
2.1. | Pacneyarannoe | HMcnonb3oBaHue [TonbiTKa [IpoBepka Ha XHMBOCTH
¢poronzobpaxken | poronzobpaskeHus ayTeHTH(UKAMK ¢ | He IpoHaeHa, pe3ynbTar
He THALa adia  (Bce  JIMINO), | HCIIOJIB30BaHHEM - ATAKA YCIIEIIHO
pacredaTaHHoro  Ha | (POTOH300paKeHHUs OTPAKXEHA
MaToBO#H/ TJISHIIEBOH | JIHIIA,
Oymare pacriedaTaHHOTO Ha
[JISHOEBOH H
MaTOBOH
boTobymare
2.2, HcrnonszoBanue IlomnbiTKa [IpoBepka Ha XUBOCTH
HU30THYTOTO ayTeHTU(UKaMK ¢ | He IpoiieHa, pe3yJibTar
(horouzobpakeHHs HCIIOIB30BAHHEM - ATAKA YCIIEIIHO
nuna  (Bce  JIMIO), | H3OTHYTOTO OTPAXXEHA
pacmeyataHHOro  Ha | (POTOM300paKEHHS
MATOBOI/TIISHIIEBOH LA,
Oymare pacrieyaTaHHOTO Ha
TJISHIIEBO H
MaTOBOU
dhoTobymare
2.3. HcnonszoBanue [TonpiTKa [IpoBepka Ha >KHMBOCTH
(hoTonzo0pakeHUs ayTeHTH(UKAUUU C | He IpoiifeHa, pe3ynsTaT
auna  (C BBIPE30OM | HCIIOJIB30BAaHHEM - ATAKA YCIIEIHO
rnas), ¢hoTouzobpaxenus OTPAXKEHA
pacreyaTaHHOoro  Ha | JuIa,
MAaTOBOH/TJISHIIEBOH pacrie4aTaHHOTO Ha
Oymare, MaTOBOH H
3aKperIeHHOro Ha | MISHLEBOH
JTHIIE tdotobymare c




2.4. Hcnonp3oBanue ITonerrka [IpoBepka Ha XUBOCTH
¢oTonzobpaxkenus ayTeHTU(HKAIMH ¢ | He HpoiijieHa, pe3yIbTaT
mima (¢ BBIPE30M | HCIOJIB30BAHHEM - ATAKA YCIIEIIHO
obnacty rna3 u Hoca), | GoTon300paKeH s OTPAXEHA
pacrieyaTaHHOro  Ha | JIMIE,

MaTOBOH/TIIHIEBOH | pacmeyaTaHHOro Ha
Oymare, MaToBOH 51
3aKperIeHHOTO Ha | TJISHIEBOI
JLe (porobymare c
BEIPpE30M B 001acTH
rja3 ¥ Hoca
3. | Araka OHMOMETPHYECKOI0 pelleHHs JailBHeC-IPOBEPKH JIHNA ¢ HCMOJIL30BAHHEM
BH/1€03ANHCH WIH GoTon300paskeHHs, JeMOHCTPHPYEMOro Yepes yeTpoiicTBa
3.1. | HemoHCcTpamus | JleMoHCTpaIus [lonwiTKa [IpoBepka Ha KHUBOCTH
(horouszobpakeH | HoToM30OpAKEHHS ayTeHTH(QHKAMK ¢ | He IpoHeHa, pe3yIbTaT
us yepes MOOMJIBHBIH | HCIIOIL30BAHHEM - ATAKA YCIIEIIHO
Tenedon n3obpaxenuss swmna | OTPAXXEHA
JEMOHCTPHPYEMOTO
co cMapTpoHa Ha
Kamepy (mus
JE€MOHCTpAIHH
NpUMEHSIHCE iPhone
14 PRO MAX u
Samsung Galaxy S22
Ultra)

312, JemoHcTpanus [TonpiTKA [IpoBepka Ha KHBOCTH
(hoTouzoOpakeHus ayTeHTU(HUKALMK ¢ | HEe IPOi/IeHa, pe3yIbTaT
yepes IUIAHIIeT UCIOJIB30BaHHEM - ATAKA YCIIEILIHO

U300paXkeHus OTPAXEHA
JIEMOHCTPUPYEMOT0

¢ IUlaHIleTa Ha

Kamepy (s
JIEMOHCTpaIui

HpPUMEHSIICS

wianmer iPad 12.9

M2)

33, JlemoHcTparus [TonbrTka IIpoBepka Ha >KHBOCTH
dhoTonz00paKeHUs ayTEeHTH(QHUKALKMU C | He OpoiiJieHa, pe3yIbTaT
yepe3  MOHHUTOP  C | HCIOJE30BAHHEM - ATAKA YCIIEIIHO
MaTOBBIM IIOKPBITHEM | H300pasKeHHs OTPAXEHA

JEMOHCTPUPYEMOTO
C MOHHTOpa  Ha
Kamepy (IpUMeHsIcs
Philips 28™)

4. | 3D araku (NONBITKA ABTOPH3AIHH BMECTO PEATLHOr0 4Ye/IoBeKa) GHOMETPHYECKOro

pemenus JailiBHec-IPOBEPKH JTHIA

4.1. HcnonszoBanue ITonpiTKa [IpoBepka Ha >XHBOCTB
CHJIMKOHOBOM MacKM | ayTeHTH(QHKALKWK ¢ | He IpoiijieHa, pe3yIbTar
(Bce JIALI0 6e3 | UCIOIB30BAHHEM - ATAKA YCIIEIIIHO
BEIPE30B) cunukonoBoii Macku | OTPAJXKEHA

muua (6e3 BbIpe3oR)




4.2. Hcnons3oBanue [TornbiTKa ITpoBepka Ha XHBOCTH
CHIIHKOHOBOM MACKH ¢ | ayTeHTH(QUKAUK ¢ | He mpoiieHa, pe3yIbTaT
BBIPE30OM B 00JIACTH | HCIIOIB30BAHHUEM - ATAKA YCIIEHIHO
rias cumukoHoBOM Macku | OTPAXKEHA

auna (c BBIPE3OM B
obnacT rias)

4.3. Hcnonb3oBanue [lompiTKa IIpoBepka Ha KHBOCTH
CHJIMKOHOBOM MAack | ayTeHTH(QUKallUM ¢ | He IPOiIeHa, pe3yIbTar
(1a BCrO TOJIOBY) HCIIOJIb30BAHHEM - ATAKA YCIIEIIHO

curkoHoBod Mmacku | OTPAJXKEHA
Ha BCIO rojoBy (0e3
BBIPE30B)
5. | Ataka OMOMETPHYECKOT0 pelleHHsl JalBHEC-MPOBEPKH JIHLA, ¢ HCIO0Jb30BAHHEM
TexHosorun deepfake

el ATtaxa IMorerrka IIpoBepka Ha XHMBOCTb
OMOMETPHYECKOTO ayTeHTH(HKALMK ¢ | He MpoIeHa, pesyibTar
pelIeHus liveness- | ucnonpzoBaHueM - ATAKA YCIIEIIHO
IIPOBEPKH  JIMLA, C | HHCTPYMEHTOB OTPAXEHA
HCIIOIL30BaHHUEM deepfacelive ISt
texnonorun deepfake | nogmens nuna,
yepes MOOHIIBHBIN | H300paskeHne
tesiehoH TPAHCIHPOBAIIOCE CO

cMaprdoHa Ha
KamMepy BO Bpems
OHJIAlH TPaHCIALHH
(U1 JeMOHCTpaluK
npumeHsuck iPhone
14 PRO MAX u
Samsung Galaxy S22
Ultra)

3.2, Artaka [TonbiTKa IIpoBepka Ha KHUBOCTH
OHOMETpUYECKOro ayTeHTU(UKAIMKM  C | He [IPOiieHa, pe3yIbTar
pelieHus liveness- | HCIIOIB30BaHHEM - ATAKA YCIIEIIIHO
[POBEPKH  JIMLA, C | HHCTPYMEHTOB OTPAXEHA
HCIIOJIE30BaHUEM deepfacelive 1151
texHosioruu deepfake | moameHs! JIHIA,
yepes IaHIeT n3o0pakeHue

TPAHCIIUPOBATIOCH €
[JIaHIIeTa (s
JACMOHCTpaluH
[IPUMEHSICS
mwiamer iPad 12.9
M2) na xamepy BO
BpeMA OHJIAMH
TPaHCJISIHH

3.3. Araka ITomeiTka IIpoBepka Ha JXHBOCTH
OMOMETPHYECKOTO ayTeHTH(UKALHKU C | He IPOHIeHa, pe3yibTaT
pelieHus liveness- | ucmonp30BaHUEM - ATAKA YCIIEIIIHO
IIPOBEPKH  JIMIA, C | HHCTPYMECHTOB OTPAXEHA
HCIOJIB30BAHUEM deepfacelive JUIst
texHonorun deepfake | momMeHsI THIIA,

Yepes MOHHTOp C | H300paXKeHHE

IIOKPBITHEM

TPaHCIIHPOBAJIOCE C




MOHHTOpA Ha KaMepy
(mpumensiicst Philips
28”)

5.4. Araxka [TomerTKa IIpoBepka Ha KHBOCTB
OroMeTpHUIECKOro ayTeHTH(HUKAIlMK  C | IpoiiieHa, pe3ynbTaT -
peleHus liveness- | Hcronp3oBaHuEM ATAKA HE
npoBepkn Jmna, c | deepfake u | OTPAXEHA
UCII0JIb30BAHUEM HHCTPYMEHTOB  JIJIst
texHosorun deepfake | ocymecTBneHns
Cc MOJMEHOM | IIOJAMEHBI
BUICOIOTOKA BHJIEOIIOTOKA

3.5. Artaka [TompiTKA [IpoBepka Ha KHBOCTH
OMOMETPHIECKOTO ayTeHTH(QHKAIMK ¢ | IpoiijileHa, pe3yJbTaT -
pemenus  liveness- | HCIIONIB30BaHHEM ATAKA HE
IPOBEpKH JIMIA, C | IOJMEHBI OTPAJKEHA
MIOIMEHOM BHIEOINOTOKA
BUIEONOTOKA

3ak/ouenune:
TectupoBaHne OWOMETPUYECKOTO pelIeHUs liveness-NpoBepKH  JIHIA

Liveness 3aBepiieHo ycrenrdo. buomerpuyeckoe pemenue liveness-npoBepKu Jinia
Liveness vl paboTaeT TOJTBKO B OKpPYXEHUHU orepanuoHHo# cuctembl MacOS, B
UHBIX OTNepaoHHbIX cucTeMax (Windows, Linux) ceccus liveness He 3aIrycKaeTcs.

BHOMeTpI/I‘-IeCKOC pemieHue

liveness-nipoBepku

JIMna

COOTBETCTBYET ycraHoBIeHHBIM TpeOOBaHUSIM.

IToanucaHo:
[Ipencenarens [IpaBnenus

Yrpasingromuil gupexTop — Jupexrop
JernapTaMeHTa KapTOYHOT0 IIPOLIECCUHTa

HauanpHuk YrpasneHus
UH()OPMALMOHHOH 0€30I1aCHOCTH

Havaneauk YnpasieHus
pa3BUTHS LIMPPOBBIX CEPBUCOB

I maBHBII CUCTEMHBIN aHAJTUTHK
OTtaena conpoBOKIIeHUs Y TpaBJIeHUs
pa3BUTHS MUPPOBBIX CEPBUCOB

['maBHBIN CUCTEMHBIN aHAIIUTHUK
OTtnena conmpoBOKAeHUs Y IpaBlIeHuUs
pa3BUTHS LIU(PPOBBIX CEPBUCOB

Liveness

vl HE

. CamaeBa

T. IlonnoBa

T. MykaHoB

A. Epmaxanosa

A. Jlazapes

A. CeprtokoB




