ITpoTokon TecTHpOBaHHUSI GHOMETPHYECKOr0 PeEIIeHHs]
liveness-npoBepku Jimua

«12» mas 2025 .
Buomerpuueckoe pemenue liveness-npoBepkn suma: AmigoID Biometric
Authentication
3asBuTens: AmigoID FZ-LLC 000
PaspaGorunk: AmigoID FZ-LLC OO0
Homep Bepcun: 4.15
Homep cOopkm: r179538

Hara nposenenus Tecruposanus: ¢ 01.05.2025 mo 12.05.2025
Mecro nposenennst recrupoBanusi: AO «HITK» r.Anmatsr Mxp. Kokrem 3 1.21

®HO paGoTHHKOB, IPHHHMABIIUX YYACTHE B TECTHPOBAHHH:
Jlazaper Aunexkcannp HukxonaeBud — TiaBHBI CHCTEMHBIH aHATMTHK OTHENA
OIIEPALlMOHHOTO COITPOBOXKAeHUs ynpasnenus LIOW]T;

Ileab TecTupoBaHus:

— ONPEAEIUTh BEPOATHOCTH JIOXKHOTO JOIMYCKa IMPH COBEPIIEHWH aTaK C
HCIIOJIb30BaHUEM (oToM300paXeHnit, Macok, Bueosanuceii, deepfake Texuonoruii
¥ UX KOMOMHAINY;

— ONPEAENHTh BEPOSTHOCTD JIOKHOTO HEMOIYCKa;

— ONpeNeNuTh IMPOIYCKHYK CHOCOOHOCTE OHOMETPHYECKOrO pelleHHs
liveness-ripoBepku nuiia.

IlepeyeHr MaTepHAILHBIX H TEXHHYECKHX CPEICTB, HCIOJb30BAHHBIX B X0/1€
TeCTHPOBAHUS:
— CunukoHOBasi Macka MsTrKasi Ha JIUIIO, C BBIPE3aMU IIaz3;
— CunukoHOBAasA MackKa >KecTKas Ha JIUIo, oe3 BBIPE30B;
— CunukoHOBas MacKa Ha BCIO TOJIOBY, 6€3 BBHIPE30B;
— @orou3o0bpaXkeHHs JIMIA, pacrnedyaTaHHele Ha npunTepe Epson L805 (ma
MaTOBOH M TJIsSHIIEBOH Oymare);
— IIO DeepFaceLive NVIDIA build 07.09.2023 ¢ nyGmu4YHBIMH MOJIENSIMU
AL,
— CucreMHBIN GJ10K:
CPU: Intel® Core 19 13900K;
RAM: 64 Gb;
SSD: 2 Tb;
GPU: nVidia RTX 4090
— Mobunbnslii Tenedon Apple iPhone 14 Pro Max;
— Mobunsnsiii Tenedon Samsung Galaxy S22 Ultra;
— Ilnaamer iPad 12.9 M2;



— Momnurop Philips 28”

IIJ'IH TECTUPOBAHUA 6HOM€TPH‘-I€CKOFO PCIIEHHUS BBIJAEJIEHBI CICAYIOIIHE
CCPBCPHBIC BBIYUCIIUTEIIBHBIE PECYPCHI.

CPU: Intel® Core 19 13900K;

RAM: 64 Gb;
SSD: 2 Thb;
GPU: nVidia RTX 4090

Ne | Bua recrupoBanus Onucanue Pesyabrar
npouecca
TeCTHPOBAHUSA
1. | O6mee TecrupoBanne GpyHKIHOHAIA GHOMETPHUECKOr0 pelIeH s JaiiBHeC-TIPOBEPKH
JHIA
1.1. | Tectuporanue WMmuranus  oObruneix | [Ipoeeneno 500 | Ycnenrno, BPCER
KOPPEeKTHOMH yCIIOBH ceccHii liveness meHee 15%
JIMYHOCTBIO
2. | 2D araku (MONBITKA AaBTOPH3ALMHH 3JI0YMbIIIJIEHHHKA BMECTO PeajJbHOI0 Ye/I0BeKa)
OMOMETPHYECKOI0 pellleHusl JaiiBHeC-NPOBEPKH JIMIA
2.1. | Pacnevarannoe | Mcnone3oBanue [TonbITKA IIpoBepka Ha KHBOCTH
totouzobpaxken | GporouzodpaxeHus ayTeHTH(OHKAIMH ¢ | He NpoiiJieHa, pe3yIbTar
ue Juia nuna  (Bce  JIMIO), | MCIONB30BaHHEM - ATAKA VCIIEIIHO
pacnedyaTaHHoro  Ha | hoTouzo0parkeHHs OTPAXEHA
MaTOBOH/ TNAHIIEBOH | JIHIa,
Oymare pacrieqaTaHHOrO Ha
TIISHIEBOH U
MaToBOM
dorobymare
22 Hcnonb3oBaHue [TomeiTKA ITpoBepka Ha KHBOCTH
H30THYTOTO ayTeHTH(QHKALMH ¢ | He IPOiijieHa, pe3yIbTar
(hoTonzobpakeHus HCIIOTB30BaHHEM - ATAKA YCIIEIIITHO
quna  (Bce  JIMIO), | H30THYTOTO OTPAXEHA
pacmedyaTaHHOro  Ha | (oToH300paXKeHUs!
MAaTOBO/TIAHIIEBOH JIHIIA,
Oymare pacrie4yaTaHHOIO Ha
TJISTHLEBOM U
MaToOBOU
dhorobymare
2.3. Hcnons3oBanue [ToneiTka IIpoBepka Ha KHBOCTH
(doronzobpakeHus ayTeHTU(UKAIMK  C | HE MpoiiieHa, pe3yIbTaT
qvua (¢ BBIPE3OM | HCIIOJIB30BAHUEM - ATAKA YCIIEIIHO
rias), (oTonzobpakeHHs OTPAXEHA
pacne4yaraHHOro  Ha | JIMIA,
MaTOBOM/TJISTHIIEBOM pacrnevaTaHHoro Ha
Oymare, MaToBOH U
3aerHHCHHOFO Ha FJIHHIIGBOﬁ
ML tdorobymare c
BEIpE30M B oOacTu
rina3s
2.4, HcnonszoBanue ITomeITKa IIpoBepka Ha >XHMBOCTH
tdhoTonzo0pakeHHs ayTeHTU(QHUKAIMK ¢ | He IPOMIeHa, Pe3yIbTaT
Juna  (c BBIPE30M | MCIOJIB30BAHHUEM




o0JacTH r1a3 u Hoca), | GoTou300paKeH s - ATAKA YCIIEIIHO
paclie4aTaHHOro  Ha | JIMIa, OTPAXEHA
MaTOBOH/TJITHIIEBOI pacrne4atagHoro Ha
Oymare, MaTOBOMH U
3aKpEIUIEHHOTO Ha | MIAHIEBOH
Tune botobymare c
BBIPE3OM B 00/1acTH
I'JIa3 H HOCa
3. | Araka OHOMETPHYECKOr0 peleHHsI JAiiBHEC-IPOBEPKH JHIA € HCNOJbL30BaHHEM
BH/1€03ANKCH HIH (POTON300paKeHHs], JeMOHCTPHPYEMOI0 Yepe3 YCTPOHCTBA
3.1. | HemoHctpanms | JlemoHcTparusa [TonbiTKa [IpoBepka Ha KHBOCTH
(oronzodpaken | poTOH300pAKCHUSL ayTeHTU(HUKAIlMKH  C | He IPoiieHa, pe3yJIbTar
us qepes MOOHJIBHBIH | HCIIOTB30BaHHEM - ATAKA YCIIEIIHO
TesnedoH n3obpakenus muna | OTPAXXEHA
JIEMOHCTPHPYEMOTO
co cmaprdpoHa Ha
KaMepy (s
JIEMOHCTpAIHH
IpUMEHSUTHCE iPhone
14 PRO MAX wu
Samsung Galaxy S22
Ultra)

3.2. JemoncTpanus [TomeiTka [IpoBepka Ha KHUBOCTH
(oTouzobpaxkeHus ayTeHTU(HUKALMK ¢ | He IpoiiieHa, pe3yIbTar
yepes IUIAHIIET HCIIOJIb30BAHUEM - ATAKA YCIIEIIHO

H300paskeHus OTPAXEHA
JIEMOHCTPUPYEMOT0

¢ IUIaHIIeTa  Ha

KaMmepy (st
IEMOHCTpAIHH

MPUMEHSIICS

wianmer iPad 12.9

M2)

3.3, JleMoHcTpanus [loneiTKa IIpoBepka Ha JKHBOCTB
(doronzobpaxkeHus ayTeHTH(GUKAIMK C | He IpOieHa, pe3yIbTaT
yepe3 MOHHUTOP  C | UCIIOJIb30BaHUEM - ATAKA YCIIEIIHO
MAaTOBBIM IOKPBITHEM | H300pasKeHHs OTPAXKEHA

JIEMOHCTPHPYEMOI0
C  MOHHTOpa Ha
Kamepy (IpHMEHSUICA
Philips 28™)

4. | 3D araku (NONbITKA ABTOPH3AIHH BMECTO PeaibHOr0 4YesioBeKa) OHOMETPHYECKOro

pemeHus JailBHeC-NIPOBEPKU JHIIA

4.1. Hcnons3oBanue [TomeiTKa [IpoBepka Ha KHUBOCTH
CHJINKOHOBOM MAacKH | ayTeHTH(QUKALUK C | HE IpoiJeHa, pe3yabTar
(Bce JTHIT0 0e3 | HCTIOTB30BaHHEM - ATAKA YCIIEIIIHO
BBIPE30B) cuinkoHoBoi macku | OTPAXXEHA

auna (6e3 BhIpe30B)
4.2. HcnonszoBanue [TonbiTKa [TpoBepka Ha MKUBOCTh

CUJIMKOHOBOM MacKHu ¢

BBIPpE30OM B obnactu
rias

ayTeHTU(PUKALUH
HCIO0JIb30BaHHEM
CHJIMKOHOBOH MAacKH

c

He IIpoiieHa, pe3ybTar
- ATAKA YCIIEIIHO
OTPAKXEHA




Juna (¢ BBIPE3OM B
o0nacTu rias)

4.3. Hcnonb3osanue [TombiTKa IIpoBepka Ha »KHBOCTB
CHITMKOHOBOM MacKH | ayTeHTHQHKAaUHU C | He IpoiieHa, pe3yierar
(Ha BCIO T'OJIOBY) HCII0JIb30BaHHEM - ATAKA VYCIIEIIIHO
cuukoHoBoM Macku | OTPAXKEHA
Ha BCIO rojioBy (6e3
BEIPE30B)
5. | ATaka OHOMETPHYECKOr0 pemeHHs JAHBHEC-TIPOBEPKH J/IMLA, € HCMIOJb30BAHHEM
TexHoiorun deepfake
3.1, Artaka [TonerTka ITpoBepka Ha KHBOCTH
OromeTpuYecKoro ayTeHTU(QUKALMK  C | He IpOiijieHa, pe3yabTar
peleHus liveness- | ucmonszoBanueM - ATAKA VYCIIEIIHO
NPOBEPKH  JIMIA, C | HHCTPYMEHTOB OTPAXEHA
HCIOJIb30BAHUEM deepfacelive ISt
TexHoslorud deepfake | nmogmeHsI JUua,
yepes MOOMIIBHBIH | H300paxkenue
TesedoH TPAHCIHPOBAJIOCH CO
cmaprdona Ha
Kamepy BO BpeMd
OHJIAaHH TPaHCIISIHH
(I meMOHCTpalHu
npuMeHsanuck 1Phone
14 PRO MAX wu
Samsung Galaxy S22
Ultra)
3ds Araka ITonbiTKa [IpoBepka Ha KHBOCTH
OHOMETPHYECKOTO ayTeHTH(QHKAUM ¢ | He IpOMIeHa, Pe3yIbTaT
pemeHus  liveness- | HCIIONIB30BAHUEM - ATAKA YCIIEIIHO
MPOBEPKH  JIMIA, C | HHCTPYMEHTOB OTPAXEHA
HCIIOJIL30BaHHEM deepfacelive JUTst
TexHonoruu deepfake | moameHbl JIMIa,
yepes [UIaHIIeT H300pakeHue
TPAHCIHUPOBATIOCH C
IUIaHIIETa (s
JE€MOHCTpaIHH
MPHMEHSICS
mianmer iPad 12.9
M2) na kamepy BO
BpeMs OHITAMH
TPAHCTISIIHH
5.3. Araka IToneiTka [TpoBepka Ha KHUBOCTH
H6roMeTpHIecKOro ayTeHTH(QHKAIMK  C | He MPoiieHa, pe3yIbTaT
peleHus liveness- | HCITOTB30BaHHEM - ATAKA YCIIEIIHO
MPOBEPKH  JIHNA, C | HHCTPYMEHTOR OTPAXEHA
HCIIOJIL30BAHUEM deepfacelive JUIs
texHoiorun deepfake | moagMeHE! JVIIa,
Yepes MoHHTOp C | H300pakeHHe

MOKPBITHEM

TPaHCIIUPOBATIOCE ¢
MOHHTOpa Ha KaMepy
(npumensinest Philips
28”)




54. Ataka [TonbiTKa [IpoBepka Ha XHBOCTBH
OHMOMeTpHYEeCcKoro ayTeHTH(QUKALMH  C | mpoiiZieHa, pe3yibTaT -
peleHust liveness- | ucroas3oBanreM ATAKA HE
IPOBEPKH  JIHI@A, C | HHCTPYMEHTOB OTPAXEHA
HCII0JIb30BAHHEM deepfacelive JUIst
TexHonoruu deepfake | mogmensr nuna, wu
g IIOZIMCHOM | SMYJIALMK  KaMepsl
BUJIEOTIOTOKA OBS  Studio. B

Ka4eCTBE KaMephl B
Opaysepe Obl1a
BeIOpaHa Kamepa
OBS Virtual Camera

3aka4yenue:

Tecruposanue OGuomerpuveckoro pemenust liveness- -nipoBepKH Jvuna AmigolD
Biometric Authentication 3aBepmieHo ycmenurso. buomerpuyeckoe pemenue
liveness-nposepku jiuua AmigoID Biometric Authentication v.4.15 r179538 HE
COOTBETCTBYET ycTaHOBIEHHBIM TPeGOBAHHSIM.

IMoanucaxo:
H.o. Ilpencenarens I1paBnenus . Camaena
Ypapnsiomui aupektop — JAupekrop /
JenapTaMeHTa KapTOYHOIO MPOLECCHHTa j T. ITonnosa

Havaneuuk Ynpasienus
HH(OPMALIMOHHOM 6e30MmacHoCTH

/ T. MyxkaHoB
s

A. EpmaxanoBa

Havaneauk Ynpasnenus
IlenTp oOMeHa ueHTH(UKALUMOHHBIMU ,uaHHLIMH

[ 1aBHBIN CUCTEMHBIH aHATUTHK
Ortzienta onepanroOHHOIO COIPOBOXKIAEHUS Y IPaBIICHUS
LlenTp 0OMeHa MAEHTH()UKAMOHHBIMY JaHHBIMU t4 / A. JlazapeB



